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Abstract: With the advances of new information and production technologies, the smart manufacturing era calls for
a perfect symbiosis between workers and machines and for operational excellence towards a cognitive, smart factory.
To accomplish this vision, the Operator 4.0 strives for meaningful physical and cognitive interactions with the cyber-
physical production system (CPPS). The physical-cognitive interfacing with Industry 4.0 enabling technologies, the
greater attention on human factors, an ageing workforce and an increased cognitive task load require the definition
of new tools and approaches to model and assess human performance. An upgrade of current human performance
models (HPMs) to meet the features of the Operator 4.0 is therefore essential in order to predict their expected
performance. This paper investigates the new role assumed by operators in industrial 4.0 systems and points out the
main elements to focus on in the development of Human Operator 4.0 Performance Models. The future challenge
for researchers and practitioners is to develop a holistic “Operator 4.0 Virtual Entity” that integrates multi-sided
aspects of the human performance and can be incorporated into the digital twin of the Smart Factory with the
ultimate aim to predict future states of the manufacturing processes where the human component is still crucial.
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1. Introduction

The Industry 4.0 paradigm is increasingly emerging as a
new organizational-management method based on the
integration of digital technologies and industrial
automation aimed at optimizing the production cycles and
increase productivity. Industry 4.0, however, is not just
about technology, it is also a new cultural paradigm with
an impact on the workforce at all levels. With the
advances of new information and production
technologies, the smart manufacturing era calls for a
smarter symbiosis between workers and machines and,
hence, for operational excellence towards a cognitive,
smart industry (Jones et al., 2018). The Industry 4.0
paradigm is changing the roles and job requirements of
workers, affecting the operators and the nature of their
work and creating new interactions, not only between
humans and machines but also between the digital and
physical worlds. As a result of this transformation, the
Operator 4.0 (also called Smart Operator) evolved from
an analogy with the 4% industrial revolution concept. The
Operator 4.0 perform the work with the support of the
machines, interacting with collaborative robots, advanced
systems and sensors, and enriches the real-world with
virtual (VR) and augmented reality (AR) (Zolotova et al.
2020). This concept requires “smart interaction” with the
machines mainly described as physical and cognitive

interactions (Romero et al., 2016a). On one hand, the
physical interaction with exoskeletons and collaborative
robots reduces efforts and increases operatot’s strength,
endurance, and power (Neumann et al., 2002). On the
other hand, VR/AR or wearable technologies potentially
increase human’s capacity in accomplishing cognitive
tasks. However, if the enabling technologies are beneficial,
they also profoundly change the work practice and may
have negative impacts on human performance due to the
adaptation to new technologies or the learning process.
Besides the challenging aspects of the Operator 4.0 itself,
even the context where the Operator 4.0 is asked to work
is facing two different major transformations:

e the 4.0 evolution of current industrial systems
cannot be separated anymore from the ageing
problem (Calzavara et al., 2020) as the relationship
among job demands, human factors, enabling
technologies and occupational health & safety
change for older workers as reported in many
studies (Di Pasquale et al., 2020; 2017);

e the adoption of I4.0 enabling technologies in
manufacturing process led the ‘new’ operators to
be employed in more cognitive tasks (Guerin et al.
2019), such as control and supervision performed
by means of a constant interaction with machines
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and robot through users’ interfaces. This implies
an increase in the cognitive load of tasks
performed, and the risk of negative impact on the
production outcome due to the achievement of
cognitive limits (Thorvald et al., 2019).

Therefore, it is essential to analyse the impacts on the
Operators 4.0 performance of individual factors, such as
experience, age and physical-cognitive interfacing with
enabling technologies as well as of cognitive load of task
to be performed. It also urges researchers to define proper
and reliable performance measures and models for
differently aged and skilled human workers within a 4.0
Smart Factory.

The aim of this paper is to identify research challenges
arising from the new role assumed by operators in
industrial 4.0 systems. The analysis addresses, through a
systematic literature review, the operator 4.0 concept that
is developing in the scientific literature. Then, human-
machine interfaces (HMI), collaborative environments and
Human Performance Models are investigated. Particular
attention is paid to the problems of man-robot-plant
interfacing with changes in age, experience, and type of
task performed. This preliminary analysis allowed us to
define a modelling framework of the worker in the Smart
Factory for the development of appropriate Human
Operator 4.0 Performance Models.

The rest of the paper is structured as follows. Section 2
introduces the novel Operator 4.0 concept and fully
explores its state-of-the-art. Section 3 discusses the
current trends for human-machine interfaces and
collaborative man-man and man-machine environments
dedicated to the Smart Operators. Section 4 describes the
human performance models adopted in industrial settings
and proposes a preliminary design for a human
performance model for a Smart Operator. At last, Section
5 describes how Human Operator 4.0 Performance
Models may be integrated with cyber-physical production
systems (CPPS) and digital twin technology in order to
gain deeper insights on the manufacturing processes.

2. The Operator 4.0 concept

In order to understand the current interpretation of the
Operator 4.0 in the scientific community, a systematic
literature review using the Scopus scientific database was
conducted at the end of February 2020 to identify the
published, peer-reviewed documents dealing with this
subject. For a paper to be included in the sample of
identified papers, it was required to have either the
keyword “smart operator” or “operator 4.0” in its title,
abstract and keywords. The review was limited to English
articles, whose full-text was available and that are related
to the industrial context. At last, the screening and
selection process resulted into 28 eligible studies, which
are categorized by publication year, document type, type
of contribution (conceptual, application, review or
questionnaire/surveys) and additonal focus in Table 1.
The term Operator 4.0 came up recently in the works of
Romero et al. (2016a, 2016b) whete it is defined as “[...] a
smart and skilled operator who performs not only
cooperative work with robots but also work aided by

machines as and if needed by means of human cyber-
physical systems, advanced human-machine interaction
technologies and adaptive automation”. Starting from
2017, researchers started to investigate the enabling
technologies the Operator 4.0 interacts with at the
workplace (e.g. AR tools and smart assistance systems).
The human-robot collaboration in I14.0 environments
produced a shift from manual to cognitive labor, even for
assembly tasks, which requires to revisit how human
performance is intended. Studies started to focus on
human factors and knowledge sharing, to assess the
acceptance of 14.0 enabling technologies by the operators
and their ergonomic implications at the workplace, with
the ultimate aim to move towards more cognitive and
intelligent spaces and, ultimately, create a human-focused
Industry 4.0 context. For this reason, alongside the classic
definition of Operator 4.0 by Romero, it emerges a
slightly different definition from the literature works that
identifies the Operator 4.0 as “an industrial worker whose
cognitive, sensorial, physical and interaction capabilities
are augmented by the close interplay with Industry 4.0
technologies”. Table 1 shows that a large part of the
literature is mainly focused on conceptual discussion
around the Operator 4.0, while there is still a lack of
applications, case studies or experiments with prototypes
in real-world industries. There is still an open debate
about the practical benefits of 14.0 technologies for the
operators and their implications on human work. Due to
the close human-machine interplay and the conception of
the human as a complement to the robotic and virtual
world of the automated production system, investigations
of ethics and sustainability of 14.0 technologies are also
needed. Given the novelty of the topic and the urgent
need to move towards Human CPPSs, researchers and
practitioners are today called to investigate further the role
of the Operator 4.0 and focus on the multi-sided aspects
of the human performance within the Smart Factory with
the ultimate aim to predict future states of manufacturing
processes where the human component is still crucial.

3. Human-machine interfaces and collaborative
environments for the Operator 4.0

Human-machine interaction is recognized in many studies
as the key lever between robot productivity and operator’s
flexibility (Srilakshmi & Kulkarni, 2018). Intelligent smart
tooling, VR/AR devices can support workers in decisions,
procedures and handling tasks (Simées et al., 2019).
Several studies stated that the human factor interacts with
process entities (Gilles et al., 2017) while acting on HMI
in the form of holistic architecture and/or physical
control panel and/or on/off button. Notwithstanding,
sociological studies affirm that each worker constructs
“mental artifact” to create personal interface, and social
interaction, between workers in team (Kozlowski, 2018).
Joint cognitive maps overcome the need of awaiting direct
actions on interfaces while instituting rule-based control
behavior (Jones et al., 2018). In cooperative context, Joint

Cognitive Models are used in describing team cooperative

working between humans and other “resources” in
systems, i.e. machine and robots (Pacaux-Lemoine et al.
2017).
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Table 1. Operator 4.0 relevant literature analysis (Type: conference paper — C, journal article — J. Contribution:
conceptual — C, application — A, review — R, questionnaire/surveys — Q)

Year | Reference Type Contribution Additional Focus
C|J|C|A|R|Q

2016 | Romero et al. (2016a) v v Human-automation symbiosis
Romero et al. (2016b) v v Operator 4.0 typology

2017 | Romero et al. (2017) v v Social factory environments
Longo et al. (2017) v | Vv |V Augmented reality, Personal digital assistant

2018 | Heikkild et al. (2018) v v Worker well-being
Papcun et al. (2018) v v Human-machine interface
Rabelo et al. (2018) v v | Vv Software Robots
Romero et al. (2018) v v Occupational Health & Safety
Um et al. (2018) v v Augmented Reality
Weichhart et al. (2018) v v Human-robot collaboration
Ruppert et al. (2018) v v Technologies

2019 | Fast-Berglund and Romero (2019) | ¢« v | Vv Collaborative Robots
Guerin et al. (2019) v v Cognitive Work Analysis
Kaasinen et al. (20192) v v User acceptance
Kaasinen et al. (2019b) v v Worker well-being
Mark et al. (2018) v v v Assistance systems
Rodseth et al. (2019) v v Job qualification criteria
Wilschut et al. (2019) v v | Vv Augmented Reality, Learning
Golan et al. (2019) v |V Operator-workstation interaction
Li et al. (2019) v v Knowledge sharing, SME
Stern and Becker (2019) v | Vv |V Human-oriented work design

2020 | Kaasinen et al. (2020) v v Participatory design
Mattsson et al. (2020) v | Vv Cognitive Automation
Peruzzini et al. (2020) v v Ergonomics, Workplace design
Rauch et al. (2020) v v Anthropocentric production
Segura et al. (2020) v v Visual computing technologies
Taylor et al. (2020) v |V Work organization, Safety
Zolotova et al. (2020) v | Vv |V Cognition, HMI and M2P interaction

Thus, in collaborative man-man and man-machine one factor at a time interference analysis. This requires a

environments human resource management is applied. In
manufacturing systems, human resource assignment is
investigated to address optimal performances in gaining
(propetly checking) process and customer requirements
(Bogataj et al., 2019). The overall environment where
human workers operate is sketched out in Figure 1. Here,
cyber-physical ~ systems, advanced human-machine
interaction technologies and adaptive automation system
cooperate, while exchanging data, through sensing
interfaces. Human typically works in an environment
where exogenous stressors act as factors affecting their
behavior and the system performances. Human behavior
starts with a perceptual state in the form of personal
awareness. Those act on states, changing between
humans, based on the individual physical state. This can
be predicted, based on literature analysis, using features
and vatiables affecting the physical load (may be fatigue)
and postural, as well as repetition based, ergonomics. The
interference between those states changes dynamically in
time (based on operational and behavioral factors
reflected on situational variables) and mutually interacts
on causal loop. Psycho-social and physical states can
affect (black and red dotted lines), with bi-directional
actions, the teamwork behavior. Here, prediction, based
on cognitive cyber physical model, can be designed using

DoE plan with an IoT based analysis of relevance factors
related to desirable systems performances. In the new
collaborative smart factory, the behavior of the human
operator 4.0 is in the loop with system’s resources. Each
resource is able to work autonomously. It can
cooperatively works exchanging data based on central
control interfaces (HMI). They constitute a network of
agents that cooperate to perform job and tasks. Such
agents (i.e., logistics and warehouses, machine, robots,
products, equipment - in the form of software and
artificial intelligence tools, humans) are interconnected by
sensors and exchange “information data” to enhance
human decisions. They move and work inside a modular
manufacturing processes characterized by decentralized
decision making with real time capability. They can
modify tasks based on a service-oriented approach. They
make use of virtualization to maintain control and
decision (in terms of performances and safety and quality)
in processes. The cyber objects reflect the cyber physical
conditions we can plan in order to optimize required
performances. The experience of the older workers in
manufacturing can provide a significant advantage if
trained and supported by their organization to the new
ergonomic designs and latest-generation equipment. For

example, Abubakar and Wang (2019) demonstrated that
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the decline in physical and mental capabilities can be
compensated by the higher skills and knowledge in

performing existing or new working tasks. The
digitalization and information technologies of the
upcoming Industry 4.0 can provide age-friendly

workplaces: collaborative robots and lifting/handling
equipment allow the companies to automate complex and
ergo-quality tasks. Furthermore, usage of smart tools and
AR devices will provide older workers with information
and procedures cataloguing, thus, improving productivity
and lower idle times (Gonzalez & Morer, 2016), thus
neglecting the declining mental performance due to age.
Elder workers can recovery the gaps thanks to job
enlargement and automation (Moraru et al., 2017), more
experience-based organizations (Sun et al., 2018) or tools
(e.g., exoskeletons) that support the ergonomics of task.
In the smart 4.0 context, system is able to adapt
requirement for process and tasks according with timely
performances. These require collection and analysis in
proactive perspective.

4. Human Operator 4.0 Performance Models:
considerations and challenges

In scientific literature the first attempt to model the
performance of operators involved in repetitive tasks
appeared in 1936 with Wright’s Power Model. Starting
from the pioneering work of Wright many models have
been developed in order to overcome limits of the Power
Model and to provide a reliable description of operator’s

behavior in production contexts. In their research on
learning phenomenon, based on evidences from field data
collected, (Dar-El et al., 1995) formulated a dual-phase
learning model, in which the dual nature of a task, jointly
consisting of a cognitive and a motor part, both subjected
to the learning phenomenon, was considered. The work
of Dar-El was the first in pointing out identifying the
vatiable (depending on the task nature) cognitive content
of a task.

Traditionally, HPMs have been developed into two main
research areas: production context and safety/control
context. In the first research area the main goal is to
predict the performance of the operators involved in
repetitive tasks by considering both static and dynamic
phenomena affecting their performance. In the
safety/control  research area  (Human  Reliability
Assessment - HRA) models have been proposed in order
to predict Human FError Probability (HEP) wvalues.
Moreover, in production contexts, ergonomics has been
widely investigated, and nowadays many models and tools
are available to assess ergonomic risk of operators.
Enabling technologies of 14.0 allowed a further
development of these models and tools. Examples are
real-time monitoring of fatigue and recovery time
prediction (Calzavara et al., 2018) or real time ergonomics
risk assessment (Manghisi et al., 2017). However,
peculiarities of new 14.0 production environments require
the development of new models and tools, able to provide
a reliable description of operator’s behavior.
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Figure 1. HMI and collaborative environments for the Operator 4.0: a schematic representation

As discussed in the previous section, 14.0 production
contexts are characterized by high cognitive content tasks,
and often (especially in EU) have to face with the aging
phenomenon.

The new digital contexts in which operators are asked to
operate are characterized by a high information flow, and
there is the need to avoid negative impacts on the
production environment caused by (unintended) excessive
cognitive load. Traditional models developed to evaluate
or predict fatigue are effective in case of physical fatigue,
but they are not suitable for measuring or assess mental
fatigue. It urges researchers to define models and tools
allowing to evaluate cognitive load of a task and the

related mental fatigue experienced by the worker in
accomplish it. Models should be developed for both
production and safety/control context. They will be based
on a preliminary evaluation of the information content of
the task to be performed, and will relate it with the
expected performance of the operator. The assessment of
the cognitive load will be based on information theory
models (Park, 1987). Performance will be measured in
terms of time to accomplish the task in production
context as well as in terms of HEP in safety/control
context. The model to be developed should quantify, for
each task, the associated cognitive load in terms of
amount of information to be processed in order to
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correctly accomplish the task. Based on the results of
previous studies which followed the work of Dar-El (Dar-
El et al., 1995), a preliminary decomposition of the task in
elementary parts will be carried out, by identifying the
high cognitive and the low cognitive (motor) parts of the
task as well as that parts of the task with a negligible
cognitive content. This will allow to estimate, for both
high and low cognitive content parts of the task, the
amount of information to be processed. This will be
possible by applying appropriate information theory
models, already investigated in scientific literature in order
to assess cognitive capability of subjects of different
gender and differently aged. The defined models will be of
general application. The effectiveness of the model in
assessing the mental workload and predicting operator
performance in 14.0 production environment will be
tested by means of experiments based on indirect
measures of cognitive load (hearth rate variability — HRV,
and Electroencephalography — EEG). Preliminary
experiments based on HRV measurements of operators
involved in NASA-TLX standard test (Hart & Staveland
1988) in normal and VR mode (Figure 2) with different
complexity gave promising results.

Figure 2. Test performed in VR mode at Polytechnic
University of Bari laboratories

Once models will be validated, they will be further
improved in order to consider dynamic phenomena
affecting operator’s performance (both cognitive and
motor one), such as learning, forgetting, and fatigue.

4.1. Human Operator 4.0 Performance Models: a
Modelling Framework

Following the modelling approach proposed by (Tao &
Zhang, 2017) and the preliminary analysis conducted in
this study, a four-step modeling framework of the Human
Operator 4.0 Performance has been developed. HPMs can
be built in 4 levels, i.e. personal data, physical/cognitive
factors, behavior and rule (Figure 3). Firstly, personal data
can be modeled to describe the basic characteristics of an
industrial worker, e.g. age, gender, education level, that
influence how the worker operates. Secondly, physical
characteristics (e.g. fatigue, mobility, speed) and cognitive
factors (e.g. stress, attention, memory) are given to the
personal data to form the human models, which analyze
physical and cognitive actions. Then the behavior models
are built to describe the worker responsive mechanism
under driving factors, such as the cognitive task load, or
disturbing factors, such as unexpected events. At last,
rules of association, constraints and deductions are
modeled to describe the domain knowledge (e.g. safety or

ergonomics rules) and make the above three kinds of
models be capable of evaluating, reasoning and predicting.
After modeling, the models in the four levels are
integrated in both function and structure to form a
complete virtual representation of the Operator 4.0.
Proper verification, validation and accreditation (VV&A)
tests must be developed to ensutre the accuracy of these
models and represents another challenge to be considered.
This framework provides some initial guidelines towards
the development of a holistic “Operator 4.0 Virtual
Entity” that integrates the multi-sided aspects of the
human performance and that can be eventually
incorporated into the digital twin of the Smart Factory.

Operator 4.0

Virtual Enti
. Personal Data Modeling L

Age, Gender, Education Level

Personal \’
Data @ Human Modeling

Physical/Cognitive Faciors

Driving,
Dimub&ng\‘) @ Behavior Modeling

Factors Performance, Collaboration

Rule Factors \. Rule Modeling

Ergonomics, Safery

Figure 3. Four-step modeling framework of the
Human Operator 4.0 Performance

5. Conclusions

The smart manufacturing era calls for a perfect symbiosis
between workers and machines. The use of enabling
technologies, the role of human factors, the phenomena
of an ageing workforce and an increased cognitive task
load demand the definition of new tools and approaches
to model and assess human performance in the Smart
Factory. An upgrade of current human performance
models (HPMs) to meet the featutes of the Operator 4.0
is therefore essential in order to predict their performance.
This paper investigates the new role assumed by operators
in industrial 4.0 systems and points out the main elements
to focus on in the development of Human Operator 4.0
Performance Models that can be later embedded into the
digital twin of the Smart Factory with the ultimate aim to
predict future states of the manufacturing processes where
the human component is still crucial.
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