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Abstract: The highest possible safety levels must be ensured in Natural Gas (NG) distribution. In fact, very severe 
consequences to surrounding people, buildings and environment can verify in the case of Loss of Containment 
(LoC) from the system. To reduce the probability of occurrence inspection, renovation and monitoring activities are 
required to local Distribution System Operators (DSOs) that, however, have limited resources to be allocated for the 
purpose. Consequently, because of the size of the existing networks, priorities have to be clearly identified based on 
risk. Although the importance of the topic, no databases are currently present regarding accidents, emergencies and 
near missing occurred in NG distribution networks resulting very difficult to apply a risk based approach and 
representing an important lack to be answered. The paper is therefore divided as follow. In the first part a review of 
the existing risk based models is reported highlighting potentials and criticalities for their application in NG 
distribution market. In the second part the proposed risk based approach is described showing the potentialities but 
also the lacks currently present that obstacle its implementation. To conclude, qualitative suggestions and 
considerations concerning the design and the management of a dedicated failure database for NG distribution 
networks are reported.  
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1.Introduction 

Although the need to the utilisation increase of renewable 
energy sources in order to achieve the international 
climatic goals by 2050 (Zappa et al., 2019), Natural Gas 
(NG) currently plays a primary role in Europe supplying 
almost the 23% of the total energy consumption with 383 
million of tonnes oil equivalent (1 toe = 42 GJ) and 
representing the second most utilized source of energy 
after oil at 2016 (Eurostat, 2018). 

Furthermore, because of the flexibility required to future 
energy systems to match renewable supply and customers’ 
demand (Ibrahim et al., 2008), NG infrastructure is 
currently considered as one of the best options to store 
energy in the case of energy surplus thanks to the 
implementation of Power to Gas (P2G) plants along the 
gas networks (Quarton and Samsatli, 2018).  

In addition to the technical, regulatory and operative 
changes that are expected to occur in NG sector in 
accordance to the energy transition, high performances 
are required to all NG market stakeholders and in 
particular to those that are involved in NG distribution to 
final customers. In fact, as previously described (Bianchini 
et al., 2015), NG distribution and transportation systems 
represent a very high risk energy infrastructure that can 
cause hazard to surrounding people, buildings and 
environment in case of failure as occurred, for example, 
the September 13, 2018 due to the release of NG from 

Massachusetts NG distribution networks killing one 
people and injuring other twenty-one.  

During last years many tragic events occurred in Italian 
infrastructures, such as the collapse of the Morandi bridge 
in which forty-three fatalities occurred, motivating many 
experts to suggest dedicated actions finalized to reduce 
the risk of infrastructure failure without, however, taken 
into consideration the gas one through which gas is 
conveyed to millions of customers. This decision seems to 
be at least contestable. Currently, in fact, more than 2.2 
million of kilometres of pipelines are installed in Europe 
supplying more than 67 million customers (Eurogas, 
2016). Considering only the Italian case, as reported by 
the Authority for Energy, Networks and Environment 
(ARERA), more than 290 thousands of kilometres of 
pipelines are installed in the territory supplying more than 
22 million customers (ARERA, 2017a). Therefore, being 
the total Italian surface equal to 300.000 km2 and 
assuming that the Italian occupied territory is in an 
average equal to the 6.1% (ISTAT, 2013), it is possible to 
estimate that, in average, almost 15.8 km/km2 (=290.000 
km/(300.000 km2 x 6.1%) kilometres of pipelines are 
installed for each km2 of occupied territory. This value 
immediately highlights the complexity of the gas networks 
and so the amount of resources required to ensure the 
highest levels of service quality and safety during 
operations.  

In addition to this, as reported by (Bianchini et al., 2018), 
an asymptotic trend is occurring in NG distribution safety 
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performances as resulted by the accident failure rate 
[#/(km x y)], which is defined as the number of accident 
that occurs each year per kilometre of pipeline. As shown 
in figure 1, too much time seems to be required to see a 
significant improvement at the current conditions. 
Therefore, to ensure an advancing step, new technologies 
and procedures are required as soon as possible.  

 
Figure 1: Accident failure rate trend [#/(km x year)] of the 

American NG distribution system between 1984 (year 1) 
and 2015 (year 32). Source: (Bianchini et al., 2018). 

In particular, it is opinion of the Authors that a dedicated 
and structured database, where data concerning accidents, 
near missing and from distributed sensors such as, but not 
limited to, those presented in (Bianchini et al., 2018, 2017, 
2016) are recorded, is needed at national and international 
levels. Currently, in fact, very poor quality data are 
available resulting very difficult to analyse trends, to 
identify criticalities, to share information and so to take 
decisions based on a scientific approach and not only 
based on experience. 

For these reasons, after a brief analysis of the different 
safety frameworks that apply in NG sector, a preliminary 
review of the existing risk based models is reported 
underlining the positive outcome that would derive from 
the implementation of a structured database. In the 
second and in the third part, respectively, the innovative 
proposal to ensure the advancing step in safety 
performances and some qualitative considerations 
concerning the design and the management of the 
database are briefly reported.  

1.2 Review of European NG distribution safety 
regulation about data recording and collection  

In this section, some considerations concerning the 
existing regulatory frameworks about the recording and 
the collection of failures data in NG distribution networks 
are proposed. In fact, even if some works are present in 
literature trying to statistically analyse failures in NG 
distribution (Bianchini et al., 2018; Giovanni Ramírez-
Camacho et al., 2017; Lam and Zhou, 2016; Montiel et al., 
1996), issues are present due to the lack of an 
internationally accepted framework that regulates how to 
manage such information.  

Considering European situation, five Countries are 
analysed in detail: Italy, United Kingdom, Germany, 
France and The Netherland. These Countries were 
selected because they are the five biggest NG European 
consumers as reported in table 1. In order to highlight the 
different scales in terms of NG consumption and size of 

the infrastructure respect to other European countries, 
cumulative data for Europe are reported in table 1. As 
shown, the considered countries account for almost the 
67.9% of the annual gas consumption and for the 64.8% 
of the infrastructure length. 

Table 1: NG yearly consumption and infrastructure length 
for the five considered Countries. Source: (Eurogas, 2016) 

Country NG yearly 
consumption 
[Mtoe/year] 

NG 
infrastructure 
length, [km] 

Italy 50.7 291.038 
Germany 63.9 505.000 
France 32.4 232.094 
United Kingdom 59.3 285.600 
The Netherlands 28.9 133.546 
Europe 346.3 2.233.866 
 
As reported in table 2, different definitions of accidents 
are present in national regulation frameworks. Similar 
considerations can also be made for NG emergencies that 
are defined in all the reported countries except for The 
Netherlands. Consequently, a standardized approach 
aimed to uniform the definition of NG accidents and 
emergency is required as soon as possible. In fact, without 
this improvement, the dataset would be populated with 
data collected in accordance to different criteria and so 
impossible to be used to make comparative analysis.   

In addition to this, very few attention is given to near 
missing. Near missing, in fact, would give important 
information about the failure modes of the assets 
improving NG distributor’ know-how. However, only in 
Germany some considerations are currently present 
thanks to the introduction of the technical standard 
DVGW G410A in 2011. So more efforts seem to be 
required. 

Table 2: Definition of NG accident in different European 
countries 

Country Definition of NG distribution 
accident 

Italy, 
(ARERA, 
2017b) 

A gas event involving the gas 
distributed through networks, which 
interests any part of the distribution 
system and / or of customers’ 
installations, including such apparatus 
for use, and that results in the death or 
serious injury or damage to property 
with a value not less than € 5,000.00, 
caused by one of the following: 
x A gas dispersion; 
x An uncontrolled combustion; 
x Poor gas combustion in a gas 

equipment, including that due to 
insufficient aeration;  

x An insufficient evacuation of 
combustion products in a gas 
equipment 
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Germany 
(Dietzsch, 
2017) 

A gas release  

France No definition exists  
United 
Kingdom 
(GSMR, 1996) 

A gas release resulting in a fire or 
explosion, or an event responsible for 
the exposure carbon monoxide (CO)  

The 
Netherlands 
(Staatstoezicht 
op de Mijnen 
and KIWA 
Technology, 
2017) 
 

Two categories of accidents are 
introduced: 
x Category I: all events occurred in 

NG networks responsible for one 
or more of the following: a death 
or an injury; a fire or an explosion; 
evacuation of at least 250 people 
are evacuated; gas supply shut 
down to at least 250 customers. 

x Category II: all events occurred in 
NG networks responsible for at 
least one of the following 
conditions: more than 10 people 
are evacuated; more than 10 gas 
customers are involved 

Only for a comparative analysis, it should be noted that in 
the United States of America, where both federal and state 
directives are present regulating NG distribution sector, 
many data are annually collected in dedicated and 
structured databases in accordance to the Code of Federal 
Regulations CFR Parts 191 and 195. In particular, annual 
performances, NG accidents, leaks and fittings’ failure are 
recorded and collected in open database available to risk 
experts. In addition to these databases, an independent 
federal agency, the National Transportation Safety Board 
(NTSB), is in charge for the investigation of severe 
accidents aiming to evaluate possible failure causes and 
give safety recommendations. No one of these approaches 
is currently present in Europe. 

Before to proceed in the analysis of the suggested 
database approach, a brief review of the existing risk 
based models for NG distribution is reported.    

2. Review of the available risk models for NG 
distribution 

Safety and economic considerations have to be critically 
balanced in order to optimally manage NG distribution 
infrastructure. In fact, because of the several failures that 
annually occurred in the networks, a high risk is posed to 
surrounding targets such as human, environment and 
buildings. However, the implementation of risk analysis in 
NG distribution networks results very difficult due both 
to the size of the infrastructure and of the specific 
boundary conditions that are present along the network.  
For these reasons, several methods were proposed in 
literature to suggest the best management strategies. For 
example, in (Costa Lima and Teodoro Filho, 2014) 
maintenance activities were optimized based on a cost 
optimization approach without taken properly into 
consideration failure risks. Other methods are based on 
the prediction of the operative life as a function of the 

estimated resistance to the expected stresses. For the 
purpose, different methods were proposed such as the 
First Order Reliability Method (FORM) in (Ahammed, 
1998), Monte Carlo simulation in (Caleyo et al., 2009) or 
Markov method in (Valor et al., 2013) to estimate when 
stresses become higher than resistance and so failure 
occurs.  

Even if many models are present in literature aiming to 
describe all the different possible stresses that could verify 
during networks’ operative life, several concerns about 
their implementation in NG distribution sector arise. First 
of all, because of the size of the NG distribution networks 
and of the possible different boundary conditions, it is 
very complex to evaluate all the possible loads that will 
occur during the operative life of the system. 
Furthermore, many data are required to ensure accurate 
results even if low quality information are usually available 
at the Distributors. In addition, few attention is given to 
consequences’ evaluation in such models.  

However, after the accident occurred at San Bruno 
(California) in 2011 in which eight people died and fifty-
eight was injured, American Authorities required to NG 
Distributors more attention to risk in the case of failure 
during the definition of management strategies. For this 
purpose, the National Transportation Safety Board 
(NTSB) recommended the application of an Integrity 
Management (IM) plan also to NG distribution systems. 
In fact, IM plans can improve failure prevention and 
detection, but also the proposal of dedicated mitigation 
activities thanks to the following steps: 

x To understand system design, operating conditions 
and pipeline operative history; 

x To identify existing and potential treats; 
x To evaluate and to rank possible risks in case of 

failure; 
x To measure IM program performance, to monitor 

results and to evaluate effectiveness; 
x To periodically assess and to improve the IM program; 
x To report performance results to Authorities. 

That is, in (Kishawy and Gabbar, 2010) a review of IM 
procedures is proposed while in (Xie and Tian, 2018) a 
review of IM programs supported by in line inspection 
data is made. In literature several attempts to apply IM to 
NG distribution networks are also present. For example, 
in (ASME B31.8S-2004, 2004) a procedure applicable only 
to ferrous materials is suggested. In (Nezamian et al., 
2016) a review of IM practice in gas distribution is 
performed identifying the main steps such as data 
collection, remaining life assessment, life extension 
program, cost to risk analysis. In (Ribeiro, 2013) IM is 
applied to gas distribution performing asset and threats 
identification, prioritization of the risks, identification of 
corrective actions and results monitoring.  

Always based on risk assessment and suitable for IM 
programs other methods were proposed in the years. a 
decision model for risk assessment based on multi 
attribute utility theory is proposed in (Brito and de 

432



XXIV Summer School “Francesco Turco” – Industrial Systems Engineering  

Almeida, 2009) where consequences to human, and 
environment in case of gas accident are considered. A 
qualitative and a quantitative risk assessment methods, 
instead, are reported by (Han and Weng, 2011) even if 
failure probability is estimated using data valid for 
transmission and not for distribution systems. In (Han 
and Weng, 2010) a quantitative risk assessment model is 
performed for a case study even  if a unique value for 
failure probability is considered without taking into 
account the different operative and boundary conditions. 
In (Hao et al., 2017) an urban gas pipeline network is 
analysed through a bow-tie model in which failure causes 
and consequences are reported resulting, however, 
difficult to rank the pipelines of the network in term of 
risk.  

As reported, many methods and models are present in 
literature to calculate the risk of a pipeline and so to 
structurally and periodically apply IM plans. However, due 
to the complexity of the NG distribution networks, a lack 
of information based on real data seems to be currently 
present.  

3.  The need for dedicated and structured databases 
in NG distribution sector 

Starting from the American database’s format (PHMSA, 
2017), dedicated and structured databases at national and 
international levels should be designed and managed to 
improve safety performances in NG distribution sector. 
In fact, many data are currently collected in the eight parts 
contained in PHMSA format about gas accidents: 

x Part A contains information about: 
o NG Distributor System Operator (DSO); 
o Time and location of the NG accident; 
o The intentionality or not of the NG accident; 
o The type of gas involved in the accident based on 

the predominant volume released; 
o Presence and employment role of the eventual 

fatalities and/or injuries 
o Eventual shutdown of the pipeline involved or 

evacuated people; 
o Ignition or explosion of the released gas; 

x Part B contains information about:  
o Type of use and responsible of the land in which 

the pipeline involved in the accident is installed; 
o Presence of crossing through bridge, railway, road 

or water; 
x Part C contains information about: 

o The owner of the pipe; 
o The part of the system involved in the accident, 

specifying the main technical data; 
o The material of the failed system specifying the 

Designation Code if available;  
o The type of release involved such as mechanical 

puncture, leak, rupture or other ones; 
x Part D contains information about: 

o The class location of the area involved in the 
incident; 

o The estimated property damage; 
o The estimated number of customers out of service; 

x Part E and F contains information about: 
o The estimated pressure at the time and at the point 

of the accident; 
o The normal operating pressure at the point of the 

accident; 
o The presence of a Supervisory Control and Data 

Acquisition (SCADA) system; 
o How accident occurrence was recognized; 
o Drug and alcohol testing; 

x Part G contains information about the apparent cause 
of failure between the following ones: corrosion 
(external and internal), natural force damage, 
excavation damages, other outside force damages, pipe 
weld or joint failure, equipment failure, incorrect 
operation or other incident cause. 

x Part H leaves to the operator the narrative description 
of the accident and to the sign of the authorization 
required for the upload of the documentation. 

Nevertheless the positive potentials achievable from data 
elaboration as proposed in (Bianchini et al., 2018), 
PHMSA database is the only available structured database 
dedicated to accidents occurred in NG distribution 
systems. In fact, even if some other databases are 
available, data from events occurred in different sectors 
are collected resulting therefore very difficult to 
extrapolate useful and specific information. Among these 
eMARS (Major Accident Reporting System) (European 
Commission, 2017) collects information about accidents 
and near missing in accordance to 2012 Seveso-III 
Directive. In particular, several data are collected as 
required by the Article 18 of the Directive such as the 
time and the location of the event, the organization 
involved, a brief description of the event, of the released 
substances, of the protective and preventing actions, and 
some recommendations for interested stakeholders. A 
second database, the Major Hazard Incident Data Service 
(MHIDAS), was managed by the UK Health and Safety 
Executive (HSE) and contained more than 14168 data 
records about accidents occurred both in offshore and 
onshore pipeline. A third database was the Analysis, 
Research and Information on Accidents (ARIA) database 
(Ministère de la Transition écologique et solidaire, 2017) 
that is specifically designed for the study of industrial and 
technological accidents and for the promotion of 
experience feedback as a risk prevention and mitigation 
tool. The Energy-related Severe Accident Database 
(ENSAD) ensure the comparative risk analysis of 
accidents in the energy sector (Kim et al., 2019). The 
European Oil Company Organization for Environment, 
Health and Safety reports incident statistics of oil industry 
workers (CONCAWE, 2018). The Transportation Safety 
Board of Canada (TSB) ensures transportation safety by 
investigating occurrences in the air, marine, pipeline and 
rail modes of transportation (TSB, 2018). The United 
Kingdom Onshore Pipeline Operators' Association 
(UKOPA) annually publishes the statics about accidents 
and near missing occurring in UK onshore NG systems 
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(UKOPA, 2019) ensuring the exchange of high level 
information between UK operators.    

4. The proposed approach 

Although the great number of information available in 
PHMSA database, a new approach is required to ensure 
significant safety improvements in NG distribution as 
existing trends demonstrate. The identification of 
correlation between specific failure modes and 
environment and operative conditions based on statistics 
will ensure a significant improvement of sector safety 
performances. First of all, different levels of detail should 
be considered for database management as shown in 
figure 2 where a three communicating levels approach is 
proposed. 

 
Figure 2: The three levels database suggested. 

Secondly, thanks to the availability of always more sensors 
and IoT technologies on the market at relatively low 
prices, a great number of data should be recorded at the 
DSOs’ level. In fact, the data to be recorded are 
fundamental for the success of the proposed approach 
being the first and the second level elaborated through the 
information received from the bottom one. With 
particular attention to DSO level, three main steps can be 
considered in case of failure as shown in figure 3.  

 
Figure 3: The three main steps for the collection and 

elaboration of data 

As shown in the figure, to ensure failure characterization 
several information should be collected in the field in the 
phase 1. For the purpose, five successive steps were 
considered by the Authors in accordance to the working 
activities in case of failure. In particular, in the first step 
general information should be reported such as the date 
and the location coordinates. In the second and the third 
steps more details about the environment and the trench 
boundary conditions should be reported. In the fourth 
step, data should be collected in order to completely 
characterize the failed device. For the purpose data about 
the material, the diameter, the operative conditions, the 
manufacturer, the age and other ones should be 
considered. Finally, in the last step the operator should 
recognize the failure path between those that are 
proposed in the format and that are typical for NG 
distribution failure. In addition to it, photos and a brief 

description should be considered in order to help the 
following post failure analysis. In fact, in the phase 2, data 
should be analysed and existing database automatically 
updated to evaluate the presence of hazardous trends. In 
particular, the aim of the analysis is to identify eventual 
connection between the failure modes, the boundary and 
the operative conditions in order to propose dedicated 
solutions able to minimize failure occurrence. To 
conclude, in the phase 3, the collected data should be used 
to perform periodic risk analysis. In fact, DSOs should 
periodically calculate the failure risk of the distribution 
systems to recognize the presence of unacceptable safety 
conditions. So, based on the organized and structured 
database, an improved integrity management will result.        

However, to evaluate the opportunities and the difficulties 
to manage such database a Strength-Weakness-
Opportunities-Threats (SWOT) analysis was performed as 
shown in figure 4.  

 
Figure 4: SWOT analysis. 

As shown in the figure, several advantages were identified 
justifying the implementation of the proposed approach 
such as, for example, the possibility to significantly 
improve safety performances, but also company’s know 
how. In addition to these, many opportunities were 
recognized such as, for example, the collaboration with 
different organization types in order to prepare dedicated 
training courses but also to develop new apps for the 
collection of data or new procedures such as the 
application of Universal Product Codes (UPC) with main 
technical information in new installed devices. About 
difficulties, several ones are expected due to the size of 
the NG distribution networks. In addition to it a relative 
high number of information should be collected to ensure 
a statistical analysis of the recorded events. In fact, all the 
accidents and near missing occurred in NG distribution 
networks seems to be required to improve existing 
knowledge increasing the efforts required to elaborate the 
amount of data. To make it possible, a clear and 
internationally accepted definition of accident and near 
missing in NG distribution networks is required to ensure 
the creation of a database that collect, integrate and 
elaborate the data deriving from different Countries. New 
competences will also be required to correctly manage the 
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data. Also financial barriers due to the high investment 
costs should be overcome through the introduction of 
incentive policies by the Authority in order to move Top 
managements decisions. Furthermore, attention should be 
given to information confidentiality. For this purpose, 
specific cyber security strategies and procedures must be 
applied to avoid damages due to possible cyber-attacks. 

5. Data quality management: preliminary 
considerations 

As expected data management will represent a crucial 
point for the success of the proposed approach as 
reported in (Cai and Zhu, 2015) where several definitions 
for data quality were reviewed. In fact, correct 
information will result thanks to good data quality. 
However, in order to monitor “how good is data 
quality?”, data quality metrics have to be used. Although 
topic complexity, some preliminary considerations have to 
be introduced based on the fact that data quality is a 
multidimensional concept based on the subjective and the 
objective perceptions of the individuals involved (Pipino 
et al., 2002). Furthermore, based on big data concept, 
many other challenges such as the volume, velocity, 
variety, and value as proposed in the 4V concept by (Katal 
et al., 2013) have to be faced. Therefore, the proposed 
metrics as those proposed in (Cai and Zhu, 2015; Pipino 
et al., 2002) should be periodically evaluated through a 
case by case quality assessment process based on 
evaluation baselines. For the purpose, high level 
dimensions and sublevels should be considered to 
complete the assessment. The following ones are 
proposed: availability, usability, reliability, relevance, 
presentation quality.  

Although the preliminary considerations, however, a more 
in depth evaluation is required to identify the best metric 
dimensions and evaluation baselines based on the 
proposed specific application. The topic will be deeply 
therefore analysed in a future work. 

6. Conclusions 

To significantly improve existing safety performances in 
NG distribution sector a new approach aimed to collect, 
record and analyse data is required as soon as possible. In 
fact, as recognized by the elaboration of trends 
concerning accidents occurred in NG distribution 
networks, it seems that an asymptotic trend has been 
reached requiring, therefore, too many years and resources 
to achieve substantial progresses.      

To ensure the desired improvement in NG distribution 
sector, therefore, a change of the current state of the art is 
required. For this purpose, Authors think that a new 
strategy about data management is required as soon as 
possible. To achieve this, dedicated and structured 
databases populated with data of NG distribution 
accidents, near missing and sensor installed along the 
networks have to be designed and managed ensuring 
several positive outcomes from the elaboration of the 
collected data such as, for example but not limited to, the 
availability of high level information for risk based 
analysis, the real time identification of hazardous trends, 
the evaluation of possible correlations between failure 

occurrence and system characteristics, and performances 
comparison.   

Although that, several barriers have to be considered and 
properly exceeded. First of all, a unique and standardized 
definition of the events to be recorded at international 
level is required being currently absent. Secondly, different 
levels of detail should be required based on data purpose. 
In particular, a preliminary suggestion is to design a three 
level database approach in which DSOs, national 
Authorities and International agencies could collect and 
exchange information with a different detail level. Thirdly, 
careful reflections have to be made about the information 
to be collected. However, a classification of failures in 
terms of components and type of failure is considered the 
only necessary step for the success of the new proposed 
approach. Lastly, new skills and resources have to be 
considered by sector stakeholders to ensure safety 
development. Therefore, the creation of dedicated 
collaborations and synergistic actions between industry 
and research are expected to ensure knowledge transfer 
and the effective application of the proposed approach.  
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