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Abstract: Asset management and reliability are major challenges for any company, especially for those characterized 
by production processes consisting of a large number of components. Thanks to the development of Data Mining 
techniques and tools, data produced by such systems can be analyzed in order to predict their behavior. In this work, 
asset’s performance in terms of reliability is addressed through the development of a Social Network Analysis-based 
framework. Considering the asset as a social system composed of several interacting components, the purpose of the 
framework is to identify the relationships between component failures and avoid them through the predictive 
replacement of critical ones, in order to eliminate or at least limit the impact of the resulting failures on the entire 
process. Moreover, since Social Network Analysis is based on the development of a graph, results interpretation is 
rather easy. An example-case of a process industry is presented to validate the proposed model and to discuss its 
applicability, as its implementation on practical cases can provide a further opportunity of predictive maintenance. 
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1.Introduction 

Asset management and reliability play a vital role in the 
current industrial environment because of the high level 
of competitiveness. The implementation of an effective 
strategy for the control and monitoring of a system is, 
consequently, of fundamental importance. In addition, the 
diffusion of Industry 4.0 technologies and devices 
increases data availability and requires the implementation 
of appropriate techniques for analysing them. The classical 
statistical techniques are no more sufficient to guarantee 
the extraction of useful knowledge from large datasets 
(Hand 1998). Hence, the implementation of Data Mining-
based approaches is prominent in the asset management 
field (Al-Turki et al. 2014). The approach proposed in this 
study addresses the reliability of complex production 
processes through the Social Network Analysis (SNA): we 
consider the production process as a network of 
components interacting among them, and we apply the 
properties of SNA to define the nature of such 
interactions. In particular, the information extracted from 
the analysis is applied to identify the relationships between 
component failures and avoid them through the predictive 
replacement of critical ones, in an attempt to eliminate or 
at least limit the impact of the resulting failures on the 
entire process. The novelty of the approach regards the 
application of a technique traditionally used in social 
sciences for the study of personal interrelations (Scott 
1988) to an industrial field, and to study the metrics 
extracted from the analysis. The results can represent valid 
support in the decision-making process regarding the 
predictive component replacement in case of related 

components’ failures: indeed, being a data-driven 
approach, the work usually carried out by the technicians 
having a deep knowledge of the process is supported by 
the evidence provided by data. Lastly, having a visual 
representation of the relationships among components 
failures also represents a useful support. The paper is 
organized as follows: this brief introduction is followed by 
a literature review (Section 2). Also, the Data Mining-
based framework proposed in Section 3. An example-case 
built on data belonging to a process industry is also 
presented in Section 4 to clarify the applicability of the 
framework. Section 5 draws conclusions and future 
research directions.  

2.Literature Review 

In order to guarantee an acceptable level of reliability, 
maintenance is a primary aspect to consider since its key 
focus is keeping the availability of the asset’s function all 
the time (Tee and Ekpiwhre 2019). A careful maintenance 
management system provides information to support the 
decision making process regarding the best maintenance 
strategy (Cheng et al. 2008).  At the same time, analysing 
the reliability of an asset can provide support in planning 
maintenance interventions (Verhagen and De Boer 2018). 
In current theoretical and practical applications, several 
approaches are implemented to support asset reliability. 
For instance, Grall et al. (2002) develop a decision model 
for the optimal inspection and replacement aiming at 
maximizing system reliability, while Lalonde and Bergeron 
(2003) propose a methodology for the determination of 
the reliability of an asset basing on the analysis of 
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historical data and, then, applies such an approach to 
identify some management problems. Even vibration 
monitoring can be applied as a predictive maintenance 
model (Orhan et al. 2006). Bouvard et al. (2011) apply an 
optimization model to a multi-component system, in 
order to group the maintenance interventions and reduce 
both costs and unavailability of the system itself. 
Condition-based maintenance and proportional hazard 
models are frequently applied to provide a cost-effective 
solution in maintenance scheduling (Tian and Liao 2011). 
In Dehghanian et al. (2012), an approach based on the 
integration between analytic hierarchical process and fuzzy 
set theory is developed for the determination of the most 
critical components in distribution power systems, in 
order to prioritize the maintenance schedule. A dynamic 
model for components’ remaining useful life prediction is 
deployed by Van Horenbeek and Pintelon (2013). Traore 
et al. (2015) propose a cloud-based architecture to 
estimate the future state of the components, while Dong 
and Nassif (2019) develop a model for forecasting asset 
reliability integrating traditional and modified Weibull 
distribution models. Recent research trends, instead, 
involve the application of emerging data mining and big 
data analytics tools to the maintenance environment. For 
example, artificial neural networks can be applied to 
predict the future state of an asset (e.g., Bangalore and 
Tjernberg, 2015), as well as Bayesian Networks (e.g., 
Abbassi et al., 2016). Other approaches regard the mining 
of Association Rules (ARs) to define the failure 
probability of components (Antomarioni, Bevilacqua, et al. 
2019) or the relationships among components failures 
(Antomarioni, Pisacane, et al. 2019) and the integration of 
clustering, regression and support vector machines for 
process monitoring (Langone et al. 2015). An interesting 
technique belonging to the data analytics field, but not yet 
applied to the operations field is the Social Network 
Analysis: it is a methodology used to describe and analyze 
the interactions among factors, benefiting from the 
network and graph theory (Scott 1988). SNA has its roots 
on the study of the interaction among individuals in social 
and political fields (Moreno 1934). However, because of 
the strength of such a methodology, it also spread to other 
fields like healthcare and safety (Schoen et al. 2014; Eteifa 
Seifeldeen O. and El-adaway Islam H. 2018; Marks et al. 
2018), computer science (Raftery et al. 2012), supply 
chain and team management (Novoselich Brian J. and 
Knight David B. 2018). In addition, a methodology for 
environmental risk management based on SNA and 
Association Rules can be found in recent literature 
(Ciarapica et al. 2019). A further interesting contribution in 
the construction field can be found in Kim et al. (2019), 
that create an SN to visualise the relations among 
components replacement suggested by a domain expert, in 
order to reduce the replacement costs all along the useful 
life of a rainwater reuse system. Considering the existing 
contribution based on SNA and the current need for 
methodologies and techniques supporting the 
implementation of predictive maintenance, we propose a 
framework based on a directed, weighted SN for 
visualising the relationships among components failures 
basing on the analysis of historical data.  

3.Framework proposal 

In the following, the proposed framework to increase 
asset reliability through social network analysis is 
described. In Figure 1, the four main steps, detailed in the 
next subsections, are displayed. The procedure is 
articulated in four steps: a preliminary one, regarding data 
collection and preparation; a second step, specifically 
related to the study of the failures; the construction and 
the analysis of the social network representation of the 
asset addressed and, finally, the decision-making process.   

3.1 Data preparation and preliminary analysis 

The first step, hence the base of the entire procedure, 
regards data collection and analysis. Precisely, an 
organization aiming at applying a data mining-based 
methodology should skimp on a solid database structure; 
this means that data should be continuously collected, and 
there should be a definite policy for data management. 
Indeed, in this step, it is fundamental to integrate data 
belonging to any different source since the information 
regarding components failure could not be stored 
explicitly, but may require joining different data. 

 
Figure 1 Social Network Analysis-based framework for 

asset reliability 

In this step, it is also relevant to filter and validate them, 
cleaning the eventual presence of noises or inconsistent 
measures, and deal with missing data. Depending on data 
availability, for example, the instances related to missing 
data could be eliminated from the analysis or be replaced 
with properly estimated values. At the end of this first 
stage of the framework, a dataset containing information 
on components failed should be collected, from which the 
total number of failures all along the monitored time 
interval and the failrue per component can be extracted. 
In this way, a generic contextualization of the monitored 
situation is provided.   

3.2 Failure analysis 

The second step of the proposed framework focuses on 
the analysis of the failures occurring in the system under 
investigation. In particular, the proposed approach is 
aimed at identifying failures frequently occurring together, 
limiting the study to a defined time interval. In other 
words, given the unexpected failure of component x, we 
would like to identify the components y, z, k, …, that will 
be likely to require a maintenance intervention in a short 
period. Hence, a predictive maintenance intervention 
could be justified on these components or, at least, further 
monitoring and control on their status would be 
recommendable. In the current study, it is assumed that, 
when a failure occur or when a predictive intervention is 
performed, the components are replaced. In order to 
develop an ad hoc Social Network, it is necessary to define 
the following parameters:  
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(a) the components to be included in the analysis: 
depending on the structure of the asset, indeed, it could 
be necessary to involve in the analysis all the components 
or only a percentage of them. Specifically, the components 
that are not considered critical or those whose repairing or 
substitution does not have an influent impact on the 
average working conditions could be excluded from the 
analysis. However, considering all the components in the 
study may allow the decision maker to have a wider 
understanding of the environment and, thus, to make 
informed decisions. 

(b) the time interval limit: since we stated that, after a 
components’ failure, we want to analyse the occurrence of 
frequent failures on other components, we need to limit 
the study to obtain meaningful results. This parameter 
strictly affects the outcome of the analysis: for example, if 
the considered interval is too short, no relations among 
components failures could be detected. On the contrary, 
not limiting the analysis or considering a too long period 
can lead to relating failures not actually correlated. Hence, 
a high degree of expertise is needed. 

Then, the information regarding data relations can be 
extracted from the dataset, focusing, for example, failures’ 
probability of occurrence. The technique chosen to 
perform this step is Association Rule Mining (ARM): 
indeed, an Association Rule (AR) is defined as follows 
(Agrawal et al. 1993): let K={k1, k2, …, kn} be a set of 
binary attributes named items, T={t1, t2, …, tm}a set of 
transactions; each transaction is uniquely identifiable and 
contains a subset of the items in K. An AR is an 
implication A→B such that A,B⊆K, and A∩B = ∅. In the 
current application, A and B represent components of the 
analysed asset. Among the existing metrics to evaluate the 
quality of a rule, in this application, the Confidence is 
considered: indeed, given the failure of component A, the 
confidence of the AR A→B represents the conditional 
probability of having a failure on B within the defined 
time interval (P(B|A)). The ARM can be computed 
through several algorithms, quite similar in terms of 
performance and complexity. In this work, the FP-growth 
is chosen (Han et al. 2007). 

3.3 Social Network Analysis 

In this step of the framework, the Social Network (SN) is 
created and analysed, considering the data obtained in the 
two previous steps as inputs. An SN is a representation of 
a social structure through a graph (Otte and Rousseau 
2002), described by an ordered pair G=(V, E), where V is 
a set of vertices (or nodes) connected by a set of edges 
(E). SNA, indeed, is a technique for the study of “actors” 
– represented by graph’s nodes - and their “interactions” 
in a social environment. As all the DM-based 
methodologies, one of the principal properties of the 
SNA is its capability of identifying previously unknown 
relationships among actors and, therefore, describing 
interesting behaviours (Kim et al. 2019). In Figure 2, an 
example of a directed SN is presented: there are six actors, 
five of them are connected among them, while actor 4 is 
completely isolated from the others. Specifically, actor 1 

influences nodes 3 and 5. Node 5 is also influenced by 
node 2, as well as node 6, which mutually influences 2.  

 
Figure 2 Example of an SN 

In our framework, the components of the asset 
represented by the SN are the “actors”, thus the nodes, 
while the asset is the social environment. Nodes are 
connected by directed edges (arcs) representing the 
interactions among the actors: in particular, the arcs 
represent the relationships among components failures. 
Referring to the example reported in Figure 2, we can say 
that component 2 causes the failure of components 5, 
while component 1 causes the failure of components 3 
and 5. A bi-directional relationship exists among 2 and 6, 
indicating that 2 may cause 6 and viceversa. Component 4, 
instead, is completely out of the causal chain of failures. 
Different weights can be assigned to the arcs, depending 
on the dataset structure and the information extracted 
during the second step of the procedure: however, for the 
aim of the framework, such weights should represent the 
probability of having a failure of the two connected 
components (within the defined time interval). 
Remarkably, the weights associated to bi-directional arcs 
can, of course, be different dipending on the direction of 
the relation (e.g., weight2,6 ≠ weight6,2). The performances 
of an SN can be analysed through several metrics. In the 
current approach we propose the use of two different 
concepts: 

(a) Out-Degree (OD): the degree provides information on 
how much each node is connected to others. In case of a 
directed SN, the degree is discriminated into In-degree 
and Out-degree (Knoke and Yang 2008). The latter, that is 
the relevant one for the aim of the study, is calculated as 
the sum of the arcs outgoing from a node, weighted by 
the value assigned to the arc. This means that, when a 
component characterized by a high OD fails, there is a 
high probability of having other components failing since 
it might be connected to several components or, at least, 
the association is characterized by a high confidence (i.e., 
the consequent component is likely to fail as well).  

(b) Betweenness centrality (BC): the idea of centrality is 
related to the importance of a node into an SN (Scott and 
Carrington 2011) and measures its influence across the 
whole network. It is calculated determining the shortest 
weighted paths between all couples of nodes; the number 
of times a node appears in one of the shortest paths, 
represents its betweenness centrality (Brandes 2001). The 
higher the BC value, the higher the influence that the 
node has on the rest of the network; indeed, BC provides 
an information on the highly-connected portions of the 
network. Nodes having a high BC act as “bridges” among 
different sets of nodes: avoiding their failures is crucial to 
avoid possible domino effects related to consequent 
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failures. For instance, considering the network reported in 
Figure 3 and assuming all the weights equal to 1, node A is 

characterized by the highest BC.           

Figure 3 Further example of an SN 

After the failure of one of the other components, e.g., B, 
predictively maintaining A would limit the risk of 
incurring in the failure of E, C and D: the replacement of 
component A, indeed, eliminates the bridge among the 
failed component B and the three “healthy” nodes.   

3.4 Decision making 

The fourth step of the framework implies the decision-
making process, according to the information gathered in 
the previous steps. In particular, when the SN has been 
created and the performance metrics for each node have 
been calculated, the decision-maker has a first idea of the 
relationships among components and can define a 
monitoring and predictive maintenance strategy to limit 
the failures of the components and, thus, increase the 
reliability of the asset. The input of the decision-making 
process are, of course, the list of the components under 
investigation, the SN developed in the previous step and 
the two metrics (OD and BC) calculated for each node. 
Individuating the most critical components in terms of 
likelihood of consequent failures is a relevant aspect. To 
achieve this aim, the components could be ranked 
according to the OD and a special monitoring strategy 
could be planned for the most critical ones (e.g., for the 
components having the OD higher than a specific 
threshold, ODmax). Then, when a failure on one of the 
components occurs, the BC of the components connected 
to the failed one is taken into account to define whether 
or not performing a predictive intervention. Therefore, 
from the perspective of the asset reliability, it is important 
to avoid the propagation of the failure chain and, as noted 
in the definition of the BC, the higher the metric, the 
higher its influence of the node on the SN. For this 
reason, each company should define a threshold (BCmax) 
for the BC: the components having a BC value higher 
than BCmax, will be predictively maintained, while for the 
other ones a corrective intervention will be performed in 
case of need. In this way, the so-called domino effect is 
limited: indeed, if a component is characterized by a BC, it 
could cause the spreading of the failure chain across the 
network. Components characterized by lower BC are less 
critical, since the possibility of acting like bridges across 
the network is lower as well, hence they are less worthy of 
predictive replacement. 

4.Example-case 

In order to clarify the implementation of the proposed 
approach, an example-case is presented based on data 
belonging to an oil refinery. Focusing on a specific 

portion of the plant dedicated to the topping treatment, 
hereafter named “sub-plant”, the data collected refer to a 
three year time interval. For confidentiality reasons, the 
details on the components are not reported. The first step 
of the framework implementation requires a data 
collection and validation process. The company is 
equipped with a Computerised Maintenance Management 
System (CMMS), data regarding components failures and 
maintenance interventions have been extracted from 
there. The dataset has been compared with the notes 
taken by the maintenance department operators to ensure 
its completeness. Some missing events has been identified 
in data from the CMMS, hence the notes have been 
properly formalized and integrated to the initial dataset. 
The integrated dataset contained information on the 
analysed sub-plant, the failed components and the 
corresponding date (Table 1).    

Table 1 Excerpt of the dataset analysed 

Sub-plant Date Component 

1000 03/01/11 C15 

1000 13/01/11 C3 

1000 26/02/11 C4 

According to the requirements of the second step of the 
framework, 46 out of the 82 monitored components have 
been selected for the analysis since they caused the 80% 
of the failures (615 over 767). According to the 
maintenance department members, the time interval to 
consider the failure chain has been set to two weeks. At 
this point, the ARM is applied in order to compute the 
confidence of the rules, i.e., the probability of having 
concurrent components failures considering the two-week 
time interval; in Table 2, an excerpt of the data extracted is 
reported: the first column indicate the first component 
failing (antecedent), while in the second column a 
component failing within the two following weeks is 
reported (consequent), together with the probability level 
(confidence). For example, when C15 fails, in the 88.6% 
of the cases even C2 fails within the following two weeks. 
On the contrary, if C2 fails, then surely C15 fails within 
the following 2 weeks (1.000).    

Table 2 Excerpt of the relations among components 
failures and corresponding probabilities 

Antecedent Consequent Confidence 

C15 C2 0.886 

C2 C15 1.000 

C15 C40 0.657 

C15 C13 0.657 

C40 C15 0.920 

C13 C15 0.958 

C2 C40 0.677 

C2 C13 0.677 

C40 C2 0.840 

C13 C2 0.875 
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Then, the SN is created considering the components C1, 
C2, …, C46 as nodes and the relationships among them as 
arcs, weighted by the confidence, i.e., the conditional 
probability of consequent failure occurrence. In Figure 4, 
the whole SN involving 46 components and 724 arcs (the 
weights associated with each arc are not reported for the 
sake of representation clarity).  

 
Figure 4 Social Network of the example-case 

The SNA is performed according to the requirement of 
the proposed approach: for each node, the OD and the 
BC have been determined; in Table 3 the components are 
reported together with the OD metric. The components 
are listed by descending OD: setting the threshold ODmax 
to 15, the components that should be furtherly monitored 
since their failure may have a higher impact on the other 
components are C33, C28, C46, C20.       

Table 3 Components and corresponding OD  
Component OD Component OD Component OD 

C33 15.833 C7 11.000 C42 10.000 

C28 15.833 C44 11.000 C39 10.000 

C46 15.429 C11 11.000 C41 9.750 

C20 15.429 C7 11.000 C31 9.667 

C45 14.125 C36 10.800 C6 9.400 

C19 13.667 C9 10.714 C35 9.250 

C4 12.714 C34 10.688 C16 9.222 

C25 12.438 C43 10.667 C10 9.000 

C18 12.417 C29 10.667 C12 8.800 

C1 12.071 C14 10.667 C27 8.083 

C3 11.786 C15 10.610 C17 7.000 

C5 11.667 C40 10.440 C38 6.000 

C13 11.500 C30 10.286 C23 6.000 

C24 11.500 C26 10.278 C22 6.000 

C37 11.399 C32 10.125 C21 3.000 

C2 11.258     

Depending on the specific application, the company may 
decide not only to monitor with a higher frequency the 
critical components but also to check their stock level 
more closely in order to be able to fix them immediately. 
In Figure 5, a zoom of the SN is reported highlighting the 
components that would be likely influenced by a failure of 
the aforementioned critical components (C33, C28, C46, 
C20).   

 
Figure 5 Successors of the components C33, C28, C46, C20.   

The BC metric, instead, is taken into consideration a 
posteriori, that is after a component failure. Let’s consider 
the failure of C15: it is not one of the most critical 
components according to the OD, but a failure may also 
occurr in unmonitored ones. C15’s successors (34 
components) are highlighted in Figure 6: because of the 
high number of successors, it is improbable to define a 
predictive intervention on all of them. Therefore, the 
components whose BC is higher than BCmax should be 
selected, since a high BC value means a relevant impact on 
the whole SN. At this stage, the decision-maker can select 
the components to predictively maintain from the list 
reported in Table 4: considering, for example, BCmax =70, 
would allow the predictive replacement of  C40, C2, C13, 
C42, and C39.  

 
Figure 6 Successors of component C15. 

Table 4 Components and corresponding BC 

Component BC Component OD Component OD 

C40 192.791 C4 13.881 C12 1.659 

C2 188.001 C37 13.881 C29 0.183 

C13 104.533 C35 9.099 C14 0.183 

C42 74.662 C18 8.432 C43 0.183 

C39 74.662 C19 7.811 C31 0.091 

C25 55.788 C45 7.426 C32 0.091 

C41 54.167 C1 6.877 C30 0.091 

C26 51.656 C9 5.653 C46 0.000 

C5 32.582 C36 5.129 C20 0.000 

C27 30.222 C16 4.291 C28 0.000 

C3 20.656 C6 1.750 C33 0.000 

C34 17.950     

In this way, the decision is made in an informed manner 
since from the SNA it is clear which components are 
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more likely to fail and which could be the impact on the 
entire network of components.  

5.Discussion and conclusion  

In this paper, a framework for asset reliability is developed 
through a Social Network Analysis approach. Specifically, 
a directed weighted Social Network is used to visualise the 
relationships among components failures and, through the 
metrics provided by the Social Network Analysis, the 
decision-making process for the selection of the 
component to predictively maintain is supported. The 
reliability of the asset is addressed in two ways: (1) having 
better control of the critical components, enabling more 
rapid interventions on faults; (2) anticipating the 
substitution of probable failing components avoids future 
further interruptions in the production flow. A 
quantitative assessment of the improvement is not 
reported since the project is still in the first stages of the 
implementation.  

However, the benefits provided by the current approach 
regard the chance of having both a visual perspective of 
the network and the relations existing among the 
components determined through a data driven technique. 
A great impact on methodology effectiveness is, in fact, 
related to parameters selection: specifically, the time 
interval extension should be carefully evaluated. Selecting 
a too short time interval, indeed, may cause the loss of 
relevant relationships when mining the ARs; on the other 
and, a too wide period cause misleading results. Thus, this 
aspect represents a limitation for the work, due to this 
subjectivity. Even the definition of ODmax and BCmax is 
relevant in determining the performance of the proposed 
framework. Indeed, as shown in the example case, the 
monitoring of components having OD>ODmax does not 
prevent other components from failing. By the way, 
lowering the threshold require a major effort in 
controlling them. For instance, setting ODmax to 11, 
would require the monitoring of 16 components. 
Modifying the BCmax is more critical since it involves not 
only an effort in terms of monitoring, but a real 
replacement of the components. Thus, it has a closer 
relationship with the available budget. For example, the 
BCmax hypothesized in the example case allows the 
predictive replacement of 5 components; increasing it to 
100, would imply the replacement of only 3 components 
(C40, C2, C13), while reducing it to 30 would enlarge the 
substitution set (C40, C2, C13, C42, C39, C25, C41, C26, 
C5, C27). The framework, in the current form, lets the 
decision-maker select the components to predictively 
maintain: having the chance of modifying the two 
thresholds (ODmax and BCmax) allows to be flexible in 
terms of maintenance strategy definition, that is a 
fundamental characteristic in the initial stages of new 
projects. Further development of this work may regard 
the extension of the testing case to the whole refinery 
plant, aggregating all data, as well as the integration of the 
current approach with multi-objective optimization 
models or with multi-criteria decision making approaches 
in order to avoid the fixed threshold a priori defined. 
Moreover, integrating the proposed approach with fuzzy 
cognitive maps could allow a deeper investigation of the 

complex processes (Bevilacqua et al. 2018) characterizing 
the industrial environment.  
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