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Abstract: Among the quantitative RAMS methodologies, Fault Tree Analysis (FTA) and Reliability Block Diagrams 
(RBD) are the most famous since being adopted in the industrial sector from the early ’60s. These models are solved 
on the base of simple hypotheses to ease the quantitative computation: system’s components are defined by dyadic 
states; they are independent from each other and the working conditions in which the system operates are assumed 
steady. These three assumptions allow to model the failure/repair rate of the system components with a static 
probability density function, and to compute the probability of an undesired scenario using the simple relationships of 
the Boolean algebra theory. In order to capture the multi-state nature of industrial system’s components, at the state 
of the art, Stochastic Hybrid Automaton models (SHA) are emerging; they can consider the physical and the stochastic 
issues. The paper applies the above-mentioned methodology solving - by means of a pilot software application named 
SHYFTOO - a single item case study; the influence of aging and operative conditions on the system’s operations and 
performances are taken into account.  
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1. Introduction 

Analysis of complex failure scenarios and mitigation 
procedures of an industrial plant is one of the most 
important activity for the safety of the factory, the 
personnel and the surrounding areas. Traditionally, the 
dependability assessment of such systems is fulfilled by risk 
experts of the industrial processes who, adopting well-
known RAMS techniques (Reliability, Availability, 
Maintenance and Safety) (e.g., HAZOP, FMECA), are able 
to underline all the relevant hazardous events which can 
occur during the process and maintenance activities. The 
quantitative evaluation of the likelihood of such undesired 
events is then performed using expert software systems that 
can solve the stochastic failure models of the undesired 
top-events described in the HAZOP and FMECA.  
The models typically adopted in the dependability analysis 
can be divided in three different groups: static, dynamic and 
hybrid-dynamic models. Table 1 resumes the main 
characteristics of each category and the corresponding 
modelling hypotheses. Moreover, for each group, the most 
known modelling techniques are summarized. Among the 
former, Fault Tree Analysis (FTA) and Reliability Block 
Diagrams (RBD) are the most famous since being adopted 
in the industrial sector from the early ’60s (Dickerson, 
Rosmira & Siyuan, 2018). These models are based on 
simple hypotheses to ease the activity of modelling and the 
quantitative computation: system components are (i) bi-
state (e.g., working or failed), (ii) independent from each 
other and, (iii) the working conditions in which the system 
operates are assumed to be immutable. These three 
assumptions allow to model the failure/repair of the system 

components with a static probability density function (pdf), 
and to compute the probability of an undesired scenario 
using the simple relationships of the Boolean algebra 
theory. For these reasons, the resulting outcome cannot be 
considered very realistic and this explains why such 
methodologies are obsolete and need to be replaced with 
new ones, able to exploit the potential of the modern 
technologies.  
Dynamic models have been introduced to handle more 
complex stochastic and temporal dependencies among the 
system components (Chiacchio, Aizpurua, D'Urso & 
Compagno, 2018). However, the failure probability 
functions of system components are constant, with the 
assumption that the operation conditions do not affect the 
failure behavior of the components. 
Dynamic Probabilistic Risk Assessment (DPRA) known 
also as Dynamic Reliability (Labeau, Smidts & 
Swaminathan, 2010) relaxes the constraints of the previous 
approaches. The working conditions of the system are not 
static and affect the failure behaviour of the system 
components. This allows to consider the multi-state nature 
of complex systems (Liua & Zio, 2017) and increase the 
realism of the model. 
At the state of the art, DPRA models are often 
implemented by the mean of Stochastic Partial Differential 
Equations (SPDEs) (Fan, Zeng, Zio, Kang & Chen, 2018). 
One of the main issues is that the modelling and resolution 
of such type of problems is a difficult task for risk 
practitioners. In fact, SPDEs are not trivial to conceive and 
solve, especially for complex dependable processes like the 
one characterizing the industrial systems (Aizpurua, 
Catterson, Papadopoulos, Chiacchio & D'Urso, 2017). 
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Recent works (Aubry & Brinzey, 2015; Chiacchio F., 
D'Urso D., Compagno L., Pennisi M., Pappalardo F. & 
Manno G., 2016) demonstrated the effectiveness of 
Stochastic Hybrid Automaton models (SHA) for the 
analysis of DPRA problems of complex systems. SHA 
models are characterized by a combination of discrete and 
continuous states (Babykina, Brînzei, Aubry & Deleuze, 
2016): the evolution of the system in each state is modelled 
with the mathematical equations of the system in that 
specific state. Transitions among these states are governed 
by probability distributions (Fan et al., 2018). One 
advantage of SHA modelling over SPDEs is that they can 
handle the analysis of multi-state systems; moreover, as 
highlighted in (Babykina et al., 2016), large SHA models can 
be simulated via Monte Carlo approach as, with the 
increasing of complexity, closed analytical solutions are not 
doable. Nowadays, the main issue for adopting SHA for the 
dependability assessment of a real industrial risk scenarios 
is that there is a very small support in terms of available 
tools which, besides all, are not specifically designed for 
DPRA problems. Moreover, SHA are cumbersome and 
difficult to design because they mix-up in a single model 
the physical and the stochastic failure processes.  
Among the SHA models, in a previous work, (Chiacchio, 
et al., 2016) proposed a new modelling formalism, specific 
for DPRA problems: the Stochastic Hybrid Fault Tree 
Automaton (SHyFTA). The main advantage of a SHyFTA 
model is that the deterministic (i.e., physical evolution) and 
the stochastic (i.e., failure evolution) processes of a system 
can be designed independently. Thanks to this breakdown, 
the modelling results simplified. In this way, process 
engineers can focus on the physical model of the process, 
whereas reliability engineers can design the stochastic 
failure model using the expressiveness of the Dynamic 
Fault Tree. 
In this paper, the SHyFTA methodology is adopted to 
model and solve the case study of a dynamic system. The 
main aims are twofold: on the one hand, authors want to 
provide a brief overview of the SHyFTA methodology and, 
on the other hand, by illustrating the proposed case study, 
show the improvement that can be achieved in terms of 
modelling. To this end, a model for the dependability 
assessment of an electric motor, characterized by non-
linear dependencies of the failure components with 

environmental and aging variables, is designed with the 
proposed methodology and compared, adding some 
limiting hypotheses, with the traditional Fault Tree 
Analysis, in order to present the main modelling limitations 
of this latter and the difference achieved in terms of 
dependability results.  
The SHyFTA model is designed and solved using the 
SHyFTOO toolbox library, implemented within the 
Matlab® framework by the same authors. The SFT is 
solved analytically, by the means of the Boolean Algebra. 
The paper is organized as follows: in section 2, DFT and 
SHyFTA are presented and compared in order to depict the 
research framework and the main modelling differences. 
Section 3 presents the case study and describes the 
mathematical model of the dynamic failure rates of the case 
study. In section 4, the dependability models of the case 
study are shown and compared. Conclusions and 
discussions are depicted in Section 5. 
 
2. Dynamic Fault Tree & Stochastic Hybrid Fault 

Tree Automaton 

Dynamic Fault Tree (DFT), is a popular reliability 
technique conceived to overcome some of the modelling 
limitations of traditional reliability approaches (Dugan, 
Bavuso & Boyd, 1992), like Static Fault Tree Analysis 
(SFTA) and Reliability Block Diagrams (RBD). This type 
of failure analysis is common in safety and reliability 
engineering and it is applied in the hazard industry field, like 
aerospace, nuclear power, chemical processes, 
pharmaceutical and petrochemical, in order to evaluate the 
probability of an undesired scenario and to identify the 
most critical events. 
The graphical representation of a fault tree is a logic 
diagram constituted by a Top Event (TE), Basic Events 
(BEs) and Gates. Following a TOP-DOWN approach, the 
construction of a DFT is realized identifying the sequence 
of events that bring to the occurrence of the TE. The TE 
is the undesired scenario of the fault tree. On the other 
hand, BEs are the leaves of the fault tree and represent the 
elementary events of a process, generally linked with the 
failure of the system components. Gates are used to 

Table 1: Main characteristics of the models used in dependability assessment 

Process Traditional Reliability Dynamic Reliability 
Static Models Dynamic Models Hybrid-Dynamic Models 

Physical  

Static working conditions; 
Single-state operating 

components 

Static working conditions; Dynamic working conditions; 
Multi-state operating 

components 

Stochastic  

Bi-State (working or failed) 
components; Fixed probability 

of failure; Independence of 
components 

Multi-state degradation 
components; Fixed probability 

of failure; Time-event 
sequence dependencies 

Multi-state degradation 
components; Dynamic 

probability of failure; Time-
event sequence dependencies 

Modelling 
Techniques 

Reliability Block Diagrams; 
Fault Trees 

Dynamic Reliability Block 
Diagrams; Dynamic Fault 
Trees; Markov Processes 

Stochastic Partial Differential 
Equations; Stochastic 

Automaton Models; Piecewise 
Markov Processes 
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interconnect logically the BEs and/or other intermediary 
events, originating by the triggering of other gates.  
The original formulation – known also as Static Fault Tree 
(SFT) – was characterized by only two types of Boolean 
logic gates, the OR and the AND Gates. The OR Gate 
triggers if at least one of the inputs occur, whereas the 
AND Gate requires the failure of all its inputs. DFT can 
benefit of more powerful gates (PAND, SPARE, FDEP 
and SEQ), achieving an increased capability of modelling 
complex failure processes, such as temporal and fault 
dependencies, degradation scenarios and spare allocation 
policies. Unfortunately, DFTs are not of easy resolution 
because the inter-dependencies arising with the use of the 
dynamic gates made the application of the Boolean algebra 
unfeasible, thus requiring different approaches that are not 
general but depend on the complexity of the model 
(Chiacchio, Compagno, D’Urso, Manno & Trapani, 2011). 
Among the most popular we can identify the conversion 
into a different mathematical model like continuous Time 
Markov Chains works (if the probability distributions are 
exponential) or Bayesian networks (for non-repairable fault 
trees). 
Figure 1 summarizes the logic of the dynamic gates and 
explains their behaviour if repairable components are used.  
 

 
Figure 1: DFT Gates with repairable behaviour 

One of the main limitations of DFT is that the time to fail 
(ttf) of the system components follows a fixed probability 
density function (pdf) and, for this reason, it cannot model 
effectively a real process since changes of workloads and 
operating conditions can affect the state of the system and 
modify the failure behaviour of the system parts. To better 
address the issues related with the modelling of the system 
failure, Stochastic Hybrid Fault Tree Automaton 
(SHyFTA) (Chiacchio et al. 2016) was introduced. A 
SHyFTA is a special type of Stochastic Hybrid Automaton 
constituted by (i) a deterministic process characterizing the 
physical process of the system and (ii) a DFT for the 
modelling of the stochastic failure behaviour. The 
probability distributions of the stochastic events of the 
DFT are not static but can vary because the physical and 
the stochastic processes are coupled. Any change occurring 
in these two processes can trigger a change on the other 
(e.g., a fault of a component affects the physical process 
and its continuous variables). In a SHyFTA model, the 

mutual interaction between physical and stochastic 
processes brings to the concept of Hybrid Basic Events 
(HBE). HBEs are those set of basic events whose 
failure/repair distribution depends on the evolution of the 
system and vary with continuity in time. Therefore, if a 
modeller wants to make use of a HBE to account for the 
time evolution of the event in the physical process, the 
SHyFTA must be defined so as to specify explicitly the 
connection between the HBE of the DFT and its 
continuous dynamics in the physical process. Figure 2 
shows an example that highlights the difference between a 
SHyFTA and a DFT. The former is implemented by 
adopting a hybrid-pair model constituted by a physical and 
a stochastic process whereas a Dynamic Fault Tree is a pure 
stochastic model.  

 

Figure 2: Fault Tree (DFT) Vs SHyFTA model 

As can be noticed, these two types of models differ for the 
fact that the in the SHyFTA, the basic event BE1, BE2 and 
BE3 are replaced with the Hybrid Basic Event (HBE), 
represented with a dashed contour. Moreover, in the 
SHyFTA, the state of each HBE modifies the evolution of 
the physical process which, in turn, changes its failure 
characteristics in the stochastic process. This allows a more 
realistic modelling of the process if compared with the 
DFT. In fact, as already explained, in a DFT the failure 
behaviour of a traditional basic event is fixed and depends 
only on a static probability density function set as input to 
the model.  
The construction of a SHyFTA model can be achieved 
creating independently the physical and the stochastic 
models. In this way, the design effort for the modelling of 
complex dependable failure logics is alleviated, exploiting 
the high-level formalism of DFT. Furthermore, the multi-
state nature of a component, whose failure and operational 
behaviour vary according to the working and 
environmental condition in which it operates, can be 
modelled in the physical model with a desired level of 
complexity (by means of any mathematical formalism able 
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to describe the process). It is worth to point out that in a 
SHyFTA not all the Basic Events have to be replaced with 
a corresponding Hybrid Basic Event; this choice is up to 
the modeller and can depend on several reasons like the 
need to avoid a complex physical model or a simple a lack 
of information. 
 
3. Dynamic Failure Rate Modelling  

Figure 3 shows an electric motor, object of the proposed 
case study. This system consists of several components; the 
failure of one of the components causes the failure of the 
entire system. The main goal is to assess the reliability and 
the availability of the system. 

 

Figure 3: Main components of an electric motor 

To study this system, the SHyFTA modelling formalism 
was used, designing independently the deterministic (i.e. 
physical evolution) and stochastic (i.e. fault evolution) 
processes of the system. One of the main issues for the 
designing of these two processes is that risk practitioners 
must be able to determine the failure/repair rates of the 
various system components and the physical relationships 
for dynamic rates. These must consider the boundary 
conditions in which the components operate, such as 
temperature, pressure, aging, wearing and all those factors 
that can cause an unnatural degradation. In general, the 
failure rates λ can be written as follows: 

λ = λ ∙ ∏ π   (1) 

where, Ob�is the basic failure rate, Si are the correction 
factors and n is the number of correction factors (MIL-
HDBK-217, 1991; HRPPME, 1992).  
According to the Military Handbook guidelines (MIL-
HDBK-217, 1991), an electric motor is characterized by 
two failure modes: the bearing failures and the winding 
(coil) failures. Therefore, its characteristic failure rate can 
be written as follow: 

λ = λ (t, T ) + λ (T )  (2) 

where λB and λW describe respectively the failure rates of 
the motor bearing and of the motor winding, as resumed in 
equations (3) and (4):  

λ =  ( )  (3) 

λ =    (4) 

where L(t) is the aging of the motor bearing; αB and αW are 
respectively the Weibull characteristic life of the bearing 

and of the winding. As shown in section 12-1 of the (MIL-
HDBK-217, 1991), it is possible to see that these two last 
parameters vary with the ambient temperature TA, 
according to the following equations: 

α = 10( . ) +
( )

 (5) 

α = 10( . )
  (6) 

As for the repair policy, components restoration has been 
modelled by the means of a regenerative Markov process. 
A regenerative Markov process is a stochastic process 
{Z(t), t ≥ 0} where exist time points at which the process 
probabilistically restarts itself. Such random times, when 
the future of Z becomes a probabilistic replica of itself, are 
named times of regeneration for Z (Trivedi, Hunter, Garg 
& Frick, 1996). To obtain realistic results, the system was 
modelled assuming a hypothetical working time of the 
maintenance team and therefore the regenerative Markov 
process was synchronized with the working time by setting 
a limit to the time of regeneration that is comprised in the 
time-window between 09:00 and 18:00 hour (of each day). 

4. Simulation & Results 

In this section the results of the simulations are presented. 
The calculation of the reliability, during a mission time of 
8760 hours, and of the availability of the electric motor are 
computed by using a Fault Tree model as benchmark. 
These results are then compared and discussed with the 
equivalent SHyFTA model. 

Due to its intrinsic limitations, the Fault Tree cannot take 
as input the dynamic failure rates of equations (3) and (4) 
that depend on the aging (L) and on the ambient 
temperature. Therefore, these parameters have been fixed 
with constant values using the method of computation 
described in the (MIL-HDBK-217, 1991), resumed in the 
following equation: 

α =
∑

∑
  (7) 

where, hi are the length intervals characterized by the same 
ambient temperature Ti throughout the mission time Tm 
and αi is the corresponding Weibull characteristic life that 
can be computed with equations (5) and (6). The 
temperature used for the computation of αB and αW are 
taken from an historical series of the ambient temperature 
of a city in the south of Italy (2008), shown in Figure 4. 
Moreover, for λB (BE1 and BE2) the worst-case failure 
rates (with L=8760h) have been used.  
Table 2 contains the failure and repair rate parameters of 
the Fault Tree model. 

Table 2: failure & repair rates for the Fault Tree model 

Event Failure Rate  
(MIL-HDBK-217) 

Repair Rate 

BE1/BE2 5.98e-6 [h-1] 1/24 [h-1] 

BE3 5.89e-7[h-1] 1/24 [h-1] 

BE4 1e-6 [h-1] 1/48 [h-1] 
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Figure 4: External Temperature (in a year) 

As far as it concerns the simulation of the SHyFTA, the 
number of iterations has been set to 1000. The dynamics 
failure rates of BE1 and BE2 (bearings) follow equation (3); 
BE3 (coil or winding) follows equation (4).  

Figure 4 shows the results of the unreliability for both the 
two models, respectively the Fault Tree and the SHyFTA. 
It is possible to notice that the unreliability computed with 
the Fault Tree is higher than the one simulated with the 
SHyFTA model. The former increases linearly whereas the 
latter presents a pronounced non-linear behaviour after the 
7000th hour from the beginning of the mission. These 
results demonstrate the huge difference between a static 
model and a hybrid dynamic reliability model, with this 
latter able to catch non-trivial dynamic reliability features of 
a real electro-mechanical process.   

 

Figure 5: Unreliability – Fault Tree Vs SHyFTA 

To better understand the effect of the bearing over the 
unreliability of motor, it is important to recall that its failure 
rate (see equation 2) increases with the square of the aging 
L and decreases with the cube of αB. On the other hand, αB 
grows with the increasing of the ambient temperatures. The 
combination of these effects on the dynamic failure rate of 
the bearing can be analysed observing the trend shown in 
Figure 6. At the beginning of the mission, the failure rate is 
low, although around the 1000th hour it presents an 
interesting peak of about 3.5e-5 caused by a sudden 

decrease of the ambient temperature (in wintertime). 
During the hot season (indicatively from the 1st of June to 
the 1st of October, in the interval comprised between the 
3624th and the 6552th hour) the failure rate is flat because 
of the dominance of the parameter αB over the aging. But, 
when the ambient temperatures start decreasing again (after 
the 1st of October), the aging effect begins to dominate and 
the failure rate presents several peaks that are revealed 
during the night-time hours, when the ambient temperature 
decreases. This explains the important hike of the 
unreliability of the motor, after the 7000th hour. 

 
Figure 6: Dynamic Failure Rate of the bearing 

For the failure rate of the winding, the oscillatory trend can 
be explained considering its dependency on to the ambient 
temperature (see Equation 3) whose chart, shown in Figure 
7, presents the same oscillatory behaviour. 

 
Figure 7: Dynamic Failure Rate of the winding 

As for the availability assessment, at steady state the Fault 
Tree availability gets to 0.9997, evaluated using the well-
known formula:  

A = ∏ A ,    A =   µ
µ

 (8) 

For the SHyFTA, a more realistic modelling was adopted. 
In fact, the repair policy is bounded to the available 
maintenance resources and to the daily working time of the 
maintenance team. In this case study, it was assumed that 
only one maintenance team is available. Therefore, if two 
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or more failures occur, one restoration per time can be 
taken in charge. Moreover, restorations are carried out only 
during the working hours, assuming a range between 9am 
to 18pm. A repaired component is restored as new, with 
the age set again to 0. With these hypotheses, it was possible 
to simulate a Markov regenerative process characterized by 
the repair rates of Table 3 has been set. In other words, the 
SHyFTA has be set in order to simulate a maintenance 
process whose time to repair is governed by the exponential 
distribution (e.g., random behaviour) that has to start and 
complete within the working time.  

Table 3: parameters of the Markov regenerative process of 
maintenance 

Event Repair Rate 
BE1/BE2 1/8 [h-1] 

BE3 1/8 [h-1] 

BE4 1/16 [h-1] 
 
With all the previous assumptions the steady state 
availability took the value of 0.9977 which is very close to 
the one computed with the Fault Tree model. Whereas 
reliability results are much different, these last results must 
not surprise because the steady-state availability is mainly 
determined by the repair rates (that are 5 order of 
magnitude higher than failure rates). 

5. Conclusions & Future Researches 

In this paper, the SHyFTA methodology for the resolution 
of Dynamic Reliability problems has been presented and 
used to perform the dependability assessment of a field case 
study. This formalism belongs to a class of models known 
as Stochastic Hybrid Automaton, characterized by the 
coupling of the deterministic and stochastic processes of a 
system. This allows a more realistic modelling, providing 
that the interrelationships between the components’ 
physical dynamics, the working conditions, the 
performance characteristics, including wearing-out, failure 
behaviours and maintenance strategies are known, and 
describable by a mathematical or, ultimately, a logical 
formalism. For instance, as shown in this paper, the time-
dependent dynamic failure rates of the system components’ 
have been modelled as a function of the environmental 
temperature and of the aging, whereas the repair policy with 
a Markov regenerative process synchronized to the 
hypothetical working time (09:00-18:00 h) of the 
maintenance team.  
In order to achieve this modelling capabilities, authors have 
developed and used a simulation tool within the Matlab® 
framework, SHyFTOO, which has resulted extremely 
flexible and of easy utilization. In future researches, authors 
aim to improve the performance of this tool. Moreover, a 
thorough investigations about physical dynamics and 
stochastic components’ working behaviour is needed in 
order to exploit at utmost the capabilities of the SHyFTA 
methodology and SHyFTOO. 
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