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Abstract: The importance of safety and ergonomics has grown in these last  few years. The newest  

technology offers the possibility to improve safety and ergonomic levels of products and workplace.  At the 

same time, new risks appear and their control becomes more complicated. Usually, the tradition of 

ergonomics and safety is to identify problems and to propose redesign of man-machine systems, but this 

solution has not often been available. Therefore, it is necessary to consider all system variables, particularly 

referring to the ―human factor‖, in order to make  the working scenario clear. In fact, human error is the 

most important factor influencing safety and its effect, it often exceeds the random deviation. Numerous 

facts have shown that failures may be caused by the gross error due to human error. Indeed, designing work 

systems to reduce risks makes safety  a major challenge for many organizations. Therefore, the aim of this 

paper is to propose an application of a systematic procedure based on CREAM (Cognitive Reliability and 

Error Analysis Method) to analyze human reliability in order to improve safety and ergonomics in the 

workplace.  
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1. Introduction 

The automation of production systems has allowed to 

delegate highly repetitive and standardized tasks to 

machines. Over the last decade, however, the failure of 

paradigm of automated factories has led to partially 

automated manufacturing systems configurations and 

affirmation of principles of ―Lean Automation‖(Pousette 

et. al, 2008). Thus, in this scenario ―enhanced‖ is  the 

centrality and role of ―human workers‖ very often 

involved in activities that require problem solving and 

decision-making (De Felice and Petril lo, 2009). 

Considering new dynamics that characterize today’s 

modern factory, the ergonomics studies on performance 

of human operators tend to be increasingly supported by 

studies of human cognitive reliability, i.e. the ability to 

perform tasks with a high ―information content‖ for 

taking conscious decision, in assigned time and for 

defined environmental and personal conditions 

(Vredenburgh, 2002;  Agnew et al. 2002). Man is, 

therefore, the core of a cognitive process that leads to 

decisions and thus influences,  depending on their 

reliability, the safety of whole systems and all operators 

involved. The aim of this paper is to analyze the dynamics 

of human cognitive processes through HRA (Human 

Reliability Analysis), identifying critical points than can be 

found in literature (Wiegmann, et al. 2001). The study will 

focus on specific mechanical applications realized in 

SMEs. We simulated a behavioural model, which allows 

iterating experimentation for identification of possible 

causes that lead to accidents at work or unreliability of 

human action in different processes (Johnston, et al. 

2005). Our model could be extended to several types of 

machining which implies  significant human intervention, 

reducing risks  from accidents and errors made in the 

company.  

2. HRA: Methodological evolution 

Theories on safety and accident prevention in the 

workplace are based on a theorem, which provides a 

mutual adaptation between fundamental components of a 

system consisting of: Man – Machine – Environment 

(Mohammed, 2002). Disequilibrium between these 

components generates a lowering of reliability of the 

whole system. From the vulnerability of human factors in 

industrial systems the so called "Human Reliability 

Analysis‖ (HRA) was born. The term "human reliability" 

is usually defined as the probability that a person will 

correctly perform some system required activity during a 

given time period (if the time requirement is specified), 

without performing any extraneous activity that  can 

degrade system (Geller, 2005). So, the aim of HRA is to 

identify and analyse all  human errors before, during and 

after the accident.  Regarding the study of human reliability 

we note that there has been a long evolution of the 

methodological approach. HRA methods may be 

classified as the first or the second generation (Swain, 

1990), (Dougherty, 1990). Here below characteristics for 

each of them are shown. 

2.1 First generation methods 

The ―first generation‖ methods of HRA, like the 

technique for human error rate prediction (THERP) 

(Swain & Guttman, 1983), the accident sequ ence 

evaluation program (ASEP) (Hannaman et al., 1984; 

Hannaman et al., 1985), are based on the idea that because 
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of inherent deficiencies, humans naturally fail to perform 

tasks just like mechanical, electrical, stru ctural 

components do. In this view, human error probabilities 

(HEP) are assigned to operators  performing tasks of given 

characteristics.  Through properly defined performance 

influencing factors, these probabilities are modified to 

take into account the actual environmental conditions 

under which the tasks are performed.  

2.2 Second generation methods 

More recently, studies of human performance in accidents 

have shown that the influence of the contextual 

conditions in which the task is performed is actually 

greater than the characteristics  of the task itself. This has 

led to changes in the focus of human failure analysis: if 

the context is the major factor affecting human 

performance failure, it is the relationship between the 

context and the probability of human failure that should 

be modelled. This is the underlying principle of the so-

called ―second generation‖ methods of HRA, like 

cognitive reliability and error analysis method (CREAM) 

(Hollnagel, 1998) and a technique for human error 

analysis (ATHEANA) (Cooper et al.,  1994).  

In this paper we focused our attention on CREAM, which 

assumes that the human failure probability depends 

directly on the level of control that the human operator 

has over the contextual scenario in which requested to 

perform. The level of control is discretized into four 

modes in ascending order of control and performance 

reliability and thus in descending order of human failure 

probability: scrambled, opportunistic, tactical,  strategic. To 

each control mode is associated a typical failure 

probability interval.  For the given contextual scenario in 

which the task is performed, the control mode is 

determined by common performance conditions (CPCs) 

that qualify the context in terms of linguistic descriptors. 

The linguistic descriptor of each CPC is associated to a 

particular contextual effect on the performance reliability, 

in terms of whether it is improved, reduced or not 

significantly modified. The number of CPCs improving 

and reducing performance reliability are mapped to the 

context-specific control mode and corresponding failure 

probability interval. 

3. Description of study : Phases of  methodological 

approach 

The methodology that we proposed is based on second-

generation techniques, leaving the purely quantitative 

approach typical of first-generation techniques, in favour 

of the qualitative assessment of the integrated system 

MTO (Man Technologies Organizations), in order to get a 

more coherent modelling of analyzed reality and cognitive 

behaviour of operators. As we said, our methodological 

approach is  based on CREAM.  

CREAM methodology allows to set up a risk analysis in 

order to:  

1. Identify tasks that require cognitive processes by 

operators and therefore dependent on its 

reliability cognitive;  

2. Determine conditions under which cognitive 

reliability can degrade to become a source of 

risk;  

3. Provide an impact estimate of human action on 

safety.  

Here below phases of methodology are shown (see Figure 

1).  

 

Figure 1. Phases of methodology. 

PHASE 1 – Def inition of   the cognitive model and application 

f ield. 

ACTIVITY 1.1 – Def inition of  the cognitive model. Study was 

directed along two trends within the definition of the 

cognitive model: Sequential cognitive model and Cyclical 

cognitive model. In the ―sequential cognitive model‖ (see 

Figure 2) cognitive actions are linked in a hierarchical way 

and lead to a unique solution, namely the result of the 

process.

 

Figure 2. Sequential cognitive model.  

In the ―cyclical cognitive model‖ (see Figure 3) the 

cognitive operations sequence is not predefined and the 

process is  described in terms of ―loop‖ through a series of 

cognitive functions. In this case, the difficulty is to 

identify clearly the end of the sequence. For this reason it 

is necessary to define a ―stop-rule‖.  

 

Figure 3. Cyclical cognitive model.  

In our specific case,  the cognitive model will be defined 

according to the cyclic pattern that best suits the goal set.  

The cognitive model that wil l be used in this study is the 

Contextual Control Model (CoCoM), whose key features 



are: Observation; Deduction; Cyclical nature of human 

cognition. In observations and deductions, the only 

cognitive functions objectively identifiable are those that 

appear in a clear behaviour of observation or execution, 

while others are deductible. Contrarily, the cyclical nature 

of human conditions provides for non-existence of 

hierarchy cognitive functions, whose sequence can be 

effectively determined by contextual elements. The model 

is based on four main cognitive functions called CoCoM 

functions: Observation; Interpretation; Planning; 

Execution. Through CoCoM  we can determine the level 

of cognitive functions needed to implement analyzed 

performance. Application of this cognitive model is 

through identification of occu rrence of all CoCoM 

functions during performance, followed by a chart that 

describes the profile of the cognitive demand. In CoCoM 

we can identify four different ways to  control features  (see 

Figure 4): 

1. Scrambled control, where the choice of the  next 

action is unpredictable or accidental. The 

extreme case is a state of panic;  

2. Opportunistic control, where the action is 

determined by salient features  of cu rrent context, 

rather than by stable intentions; 

3. Tactical control, where performance is based on 

design; 

4. Strategic control, based on  the knowledge and 

skill of a person. 

 

 

 

 

 

 

 

 

 

Figure 4. Contextual Control Model (CoCOM).  

ACTIVITY 1.2 – Definition of  target and ref erence scenario. 

This activity involves  the definition of the application 

field and identification of the significant sample of 

investigation. An investigation was conducted by qualified 

experts on the contents of research. The surveyed 

companies were selected using a sample based on the 

location and sector of the economic activity. In this way it 

was possible to obtain a representative sample of reality of 

a small business that characterizes the area. In detail, the 

definition process of sample was composed: Analysis and 

identification of the engineering sector; Stratification by 

economic sectors and regional areas. Here below the 

sequence of this investigation is shown (see Figure 5).  

 

Figure 5. Identification scheme of scenario.  

The sample analysis was carried out considering that our 

goal was to identify the most significant reality from the 

point of view of workplace security management, with 

particular reference to the activities in which  reliability 

operators problems were concentrated. We analyzed 

different units and the main machinery used in the 

holdings. 

PHASE 2 – Analysis of case study. In this phase we 

analysed several case studies, according to a retrospective 

analysis that  includes the following steps (see Figure 6):  

1. Determine or describe the context by using 

CPCs (Common Performance Conditions); 

2. Describe the possible error modes; 

3. Describe the probable causes;  

4. Perform a more detailed analysis of main tasks 

steps. 

 

 

 

 

 

 

 

 

Figure 6. CREAM methodology analysis diagram. 

ACTIVITY 2.1 – Global analysis of  the “system” and evaluation 

f or human reliability study. This activity involved creation of 

an assessment criteria checklist, which is assigned an 

estimate based on interviews and direct observations. 

From these estimates, a synthetic index or a level of 

goodness of the system was extracted. Operatively, we 

proceeded to compile a table representation of CPCs for 

company MTO (Man Technology Organization) system, 

after a detailed investigation of the companies (see Table 

1). This investigation was made after considering the main 

processes generally performed in the engineering sector 

SMEs, like milling, turning, welding, drilling etc.  



 Qualitative Level 

CPCs  M T O 

Quality and fitness 
for tasks 

  Efficient 

Microclimatic 
conditions of the 

workplace 
Compatible Compatible Compatible 

Man-machine 
interaction and 
computer and 

mechanical support  

Unfit Fit Tolerable 

Table 1. CPCs Example - extracted 

ACTIVITY 2.2 – Tasks analysis or HTA analysis. In this 

activity tasks have been ordered assignments of the 

operator in a logical-temporal sequence, including logical 

and physical actions that are carried out; after, these 

descriptions were followed by evaluations. We also 

considered reliability performance (see Table 2). Our aim 

was to identify salient features of human performance, 

according to the Man-Technology-Organization trilogy 

(MTO). 

CPCs Qualitative Level PCM Expected 
Effect 

Quality and fitness for tasks 

Very Efficient Improved 

Efficient Not significant 

Inefficient Reduced 

Unfit/Insufficient Reduced 

Microclimatic conditions of 
the workplace 

Advantageous Improved 

Compatible Not significant 

Incompatible Reduced 

Man-machine interaction and 
computer and mechanical 

support 

Support Improved 

Fit Not significant 
Tolerable Not significant 

Unappropriate Reduced 

Table 2. CPCs and PCM Expected Effect Example - 

extracted  

ACTIVITY 2.3 – Description of  context of  identif ied activities. 

The description of context  has been done through the 

Common Performance Conditions (CPCs) and 

Classification Scheme (SdC). By connecting any 

consequences to their antecedents, we defined final 

results, summarized below (see Figure 7).  

 

Figure 7. Representation scheme of the context.  

PHASE 3 – Development of  the behavioural model using dynamic 

simulation. In this phase, starting from the results of phase 

1, a behavioural model in a simulated dynamic 

environment was developed, designed to reproduce the 

way of knowledge evolution and human cognition. This 

model provides a set of cognitive functions that explain 

human error causes.  We must recall that  in CoCoM we 

can distinguish four different ways to control features: 

scrambled control; opportunist control; tactical 

control; strategic control. 

ACTIVITY 3.1 – Input data analysis. Input data analysis 

acquired from sample investigation has allowed us to 

develop an appropriate CREAM based model for 

improving safety, aimed to produce software evaluation 

and decision support. We evaluated the possible Control 

Mode through the determination of error probability (see 

Appendix - Figure 7). If the probability of error is in the 

range 1.0 E-2 <p <0.5 E-0 is  necessary to extend the 

method by further examination CREAM (Extended 

Method). The purpose is to define the cognitive profile 

considering dependencies between activities and CoCoM 

functions (see Figure 8).  

 

Figure 8. Example of Cognitive Profile.  

ACTIVITY 3.2 – Translation of  model in simulation software. 

Developed simulation software has the characteristics of a 

DSS which allows self-assessment of reliability in terms of 

Human-Machine-Environment interaction and, therefore, 

the risk to safety in workplace. The application was 

developed in Microsoft Visual Basic 6 and contains 

configuration parameters of a database created  in 

Microsoft Access. After administration of questions 

evaluation, this software provides for the identification of 

actions to improve safety, until reaching a satisfactory 

index included in the  ―strategic‖ range defined  by  the 

CREAM methodology. Here below, in Figure 9, is a 

screen of simulation software.  

 

Figure 9. Example of simulation Software.  
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We note that  the assessment made by procedure of the 

simulation model has a structure entirely congruent with  

the field analysis, allowing procedures and validation 

methodology. In Table 3 (see appendix) are shown 

assessment results carried out through the software 

applied in a real case study.  

5. Conclusions 

HRA management practices not only improve working 

conditions but also positively influence employees’ 

attitudes and behaviours with regards to safety, thereby 

reducing accidents in the workplace. In particular, the 

implemented model provides for determination of 

performance conditions (CPCs) of the organization, 

through a proper assessment process. The model provides 

to: 

1. Define production cycle organization; 

2. Formulate CPCs;  

3. Determine the reliability range of MTO and 

identification of control modes (strategic, 

tactical, opportunistic,  scrambled); 

4. Extend numerical evaluation of the model if the 

confidence interval is not satisfactory;  

5. Identify actions to be implemented to improve 

reliability, with numerical evaluation in terms of 

error probability.  

The results of this study provide strong empirical support 

for the theoretical model that antecedents, determinants 

and components of safety performance are closely 

associated.  
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Appendix.  

 

 

 

Figure 7. Relation between CPCs and Control Mode.  

 

 

 

Table 3. Assessment Results 
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strategic
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IF PCM strategic OK
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1,0 E-2 < p < 0,5 E-0
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0,5 E-5 < p < 1,0 E-2

1,0 E-3 < p < 1,0 E-1


