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Abstract: Project risk management (PRM) is a widespread discipline. it presents a wide range of standards, 
techniques and tools available in literature. However, the PRM standards are designed exclusively for big 
enterprises. In fact they may require both complex PRM processes and availability or know-how availability 
certainly not at the disposal of small and medium enterprises (SMEs).The result is that risk management in 
this sector is often neglected, also because the benefits of a full application of the methods available in the 
literature would be negligible compared to the amount of resources required. The availability of a synthetic 
methodology, based on the PRM available standards, including clearly processes, tools and techniques 
necessary for PRM in SMEs would ensure an appropriate assessment of project risks also in this sector. This 
need is strongly felt by the SMEs as noted by authors. This paper, starting from an exhaustive review of the 
literature, will propose a synthetic PRM standard which is designed in order to meets the needs of SMEs 
needs. An application of this standard will be discussed in the paper through the application of a real case 
involving University with an Inspection Body. 
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1. Introduction  

The concept of risk is linked to any type of activity that is 
performed by each of us, regardless it is one among 
business, social, or daily activities. The risk is defined as 
'Hazard, chance of bad Consequences, loss, etc., or exposure to 
mischance'  (Kennedy, 2007).There are different types and 
different categories of risk, the more is the required detail 
the wider is the classification.  

Everybody is familiar with the concept of risk, hence the 
term Risk Management (RM) is universally perceived. 
Nevertheless  often this is still an abstract concept , 
unstructured, within unknown boundaries. Risk 
management can be defined as the “identification, 
assessment, and prioritization of risks (defined in ISO 
31000 as the effect of uncertainty on objectives, whether 
positive or negative) followed by coordinated and 
economical application of resources to minimize, monitor, 
and control the probability and/or impact of unfortunate 
events” (Hubbard, 2009) or to maximize the realization of 
opportunities. 

In the last decade the efforts of the Scientific Community 
have enabled significant development in the field of RM. 
The proof is the development of a new family of ISO 
standards such as ISO 31000:2009 which define the 
context and provide a discipline shared vocabulary.  This 
standard has been created to replace the myriad of existing 
standards, Methodologies and Paradigms that differed 
between industries, subject matters and regions. 

Methods and principles of RM are widely spread  in 
project management in order to measure and mitigate the 
risks within projects. According to (C. B. Chapman, 2003) 
RM in projects is "designed as an add-on of project management 

processes” and it takes the name of Project Risk 
Management (PRM)".  

There are several formalizations of PRM. and each tries to 
provide its own standard in terms of processes , methods, 
techniques and tools, however the difference between 
them are more formal then substantial. For example, the 
Project Management Institute (PMI), as well as defined in 
the PM BOK (PMI, 2008) identifies five basic steps that 
characterize PRM, such as: Planning, Identification, 
qualitative analysis, quantitative analysis and mitigation. 
Another relevant classification is the one of the ISO, that 
include six stages: Identification, Planning, Mapping, 
Defining, Analyze, Mitigation or Solution (I.S.O., 2009). 
Others relevant  and widespread standards, already 
available in literature, are commonly used by many 
different enterprises. 

All these PRM standards are designed and projected for 
big project involving big enterprises where resources and 
data availability as well as know-how are not usually a 
critical factor. Furthermore in big enterprises the expected 
cost due to un inappropriate RM analysis could be so high 
as to justify all the complex and deep analysis suggested in 
literature (C. B. Chapman, 2003). That being so, Small and 
Medium enterprises (SMEs) use to present many 
problems in apply the PRM due to the inadequacy of 
available frameworks to SMEs sector. In fact to apply all 
the PRM processes could not be economically viable and 
furthermore the benefits deriving from overly detailed 
PRM process could be negligible. Indeed lack of  general 
guidelines that allows a calibration of PRM processes on 
SMEs cause frequently absence of any kind of risk analysis 
within the enterprises of this sector.  
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As noticed by Author in their professional experience, the 
absence of an adequate standard is strongly perceived by 
SMEs that manifest the need for a lean standard of PRM.  

The goal of this paper is to propose a first effort of PRM 
standard definition that meets the need of SMEs that will 
be defined as Project Risk Management for Small & 
Medium Enterprises (PRM-SMEs). 

The first part of the paper will compare main PRM model 
proposed in literature. Through the definition of 
opportune selection criteria Authors will chose within the 
different analyzed PRM standards the methodologies and 
tools preferable for SMEs.  

The second part of the paper will describe the proposed 
PRM-SMEs in terms of process, methodology and 
techniques.  

Furthermore, an application of the proposed PRM-SMEs 
will be shown through a real case study, in which it has 
been implemented: a Type A Inspection Body (IB) 
accredited by National Accreditation Authority 
(ACCREDIA). 

An IB works exclusively for projects, each group of 
inspection in fact presents the typical project framework. 
The 2011 revision of IB Regulation standard ISO / IEC 
17020 demand to measure and manage the “risk 
connected to independence of judgement and integrity in 
relation to the inspection activities”. This is a request of 
Project Risk Management  across political and human risk 
categories. Change in regulation standard has been a 
trigger that encourage IB to start an exhaustive PRM 
process in order to both comply with ISO/IEC 17020 
and exploit benefits due to an effective implementation of 
PRM.  IB, through University support, apply the PRM 
within its business processes. 

2 Literature Review 

PRM is extensively debate on literature, also as a 
consequence of the spread that project management 
technique is having in the business world. A wide variety 
of tools, methodology, techniques and software is 
proposed for any different phase of the PRM (also 
depending on the industrial sector).  

However there are three main standard to which literature 
soles to refers: 

 Australian  and  New  Zealand  Standard  on  
risk  management,  AS/NZS  4360 

 ISO 31000 

 Project Risk Management PMBOK 

2.1 Risk Management standard for PRM 

2.1.1 AS/NZS 4360 

It is an Australian and New Zealand Standard. It has been 
published in 1995 and update in 1999 and in 2004. This 
standard is not confined to project, but it is a generic risk 
management standard (useful for safety, financial, security, 
etc.). It includes the overall approach to PRM, and not 

just the risk analysis or assessment. The approach is 
summarized in figure 1. 

 

Figure 1: The AS/NZS 4360 risk management process 

AS/NZS 4360 evaluates risks individually, except when 
common factors are identified 

2.1.2 ISO 31000 

ISO 31000 is a family of standards relating to risk 
management codified by the International Organization 
for Standardization ISO.  

The purpose of ISO 31000:2009 is to provide principles 
and generic guidelines on risk management. ISO 31000 
was published as a standard on the 13th of November 
2009. 

It derives directly from AS/NZS 4360, but with the 
difference that ISO 31000:2009 addresses the entire 
management system that supports the design, 
implementation, maintenance and improvement of risk 
management processes. The approach is summarized in 
figure 2. 

 

Figure 2: The ISO 31000 risk management process 

 

2.1.3 Project Risk Management – PMBOK 

PMBOK includes a specifically chapter (chapter 11) that 
treat solely of PRM. It is structured in a framework of 
inputs, processes and outputs. Furthermore PMBOK 
specifies the management responsibility for the process 
and it links all the PRM activities and process to the wider 
Project Management process. 

By the way, PMBOK is a Body of knowledge and 
therefore it doesn't explain clearly ho to carry out all the 
defined process. According to (Dale F. Cooper, 2005) 
"PRM in PMBOK ranges across qualitative and quantitative risk 
analysis methods but does not link these together directly The 
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approach owes a lot to large technologically complex project 
operations” 

The approach is summarized in figure 3. 

 

Figure 3: The PMBOK PRM process 

The risk evaluation is addressed both in terms of 
individual risk issues and the aggregate risk in a project as 
a whole. It is explicitly set in a project management 
context. 

The standard to which Authors will refer in this paper  in 
terms of process phase is PMBOK. 

2.2 Tools and Techniques for PRM available on literature 

In accordance with the analyzed PRM standard, a wide 
range of tools and techniques (T&Ts) have been 
addressed by the scientific community to the different 
phases of the PRM. The wide variety of T&Ts available 
on literature can be general, easily usable in different 
phase and within different industrial sector (such as 
brainstorming or  Probability and impact Matrix)  but also 
very complex and specific for a sector or a phase of the 
process(such as specific risk simulation models). As stated 
by (C. B. Chapman, 2003) all the T&Ts are developed for 
risk management of big project. Hence, the trouble of 
SMEs is also connected to the big complexity in choose 
the opportune set of tools that can allow an effective risk 
management of the projects without a disproportionate 
investment of resources.  

Too many PRM framework, methods and T&Ts have 
been analyzed by a review of available literature, as (Dale 
F. Cooper, 2005), (Chapman, 2006), (Vose, 2008), 
(Hopkin, 2010), (Prandi, 2011). A list of main T&Ts 
available in literature is reported in table 2. 

 

3 Rationale for SMEs PRM approach formalization  

3.1 Selection Criteria 

Starting from the main list of T&Ts available in literature 
(table 1) Authors want to identify a selection of them that 
can allow an exhaustive risk management process within 
the SMEs in an efficient way.  

The selection have been done according to five main 
criteria, identified from Authors because considered as 
fundamental for SMEs: 

1. Simple. Each T&Ts must be easy to 
implement. Need for some specific critical 
know how can avoid the usefulness of the 
technique/tool; 

2. Rapid. In SMEs human resources could be a 
critic resource more than in other sectors, 
therefore any kind of PRM activity must be 
carried out in a short time. Otherwise 
management will not implement it again; 

3.  Economic. Cheapness of use is related with 
time, therefore a rapid technique is certainly 
more economic, but it also take into account 
the need for extra resources, such as 
external consultant; 

4. Data requirements. SMEs usually there is 
not the typical availability of data that 
characterize the big industrial enterprises. In 
fact the assessment of some critical 
management value is generally more 
qualitative than quantitative. Therefore 
T&Ts must require only qualitative data or 
few quantitative data and easily available; 

5. Easy fitting focus. T&Ts must be easily 
adaptable on different phases and for 
different contest.  

By this evidenced criteria Authors identify a list of main 
T&Ts that can be useful in PRM for SMEs in order to 
ensure in an effective way a synthetic and lean process of 
PRM (Table 2). Table 2 also provides a qualitative 
evaluation against the five criteria for each analyzed 
T&Ts. The selected T&Ts have been debated in the 
paper. 

3.2 Standard explanation. 

In the next paragraphs a standard of PRM is proposed. 
SMEs can directly implement it as Plan Risk Management. 
Strategies, roles and responsibility, risk categories, T&Ts 
are defined in detail. Figure 5 represents the process of the 
proposed model  

 

4. PRM approach for Small and Medium Enterprises 

4.1Plan Risk Management 

The goal of Plan Risk Management is to define how to 
conduct the risk management activities for a Project (PMI, 
2008). In succession are reported the Plan risk 
management features for the SMEs. 

4.1.1 Roles and Responsibility 

The corporate function involved in PRM, as shown in 
figure 05 are these: 

 Project Manager, as responsible of all the PRM 
activities; 

 WBS Responsible. Each Manager relatively to its 
Work Packages of pertinence, must support the 
PM in carrying out the PRM process; 

 Sponsor. Ensures that changes in project plan 
due to the RM process are accepted by the 
Management. 
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4.1.2 Risk Categories 

The main risk categories that can be generally valid within 
SMEs are: Scope, Time , Cost, Resource, Organizational, 
Marketability, Outside factor and Technology. In some 
sector standard or regulation can require some other 
specific category.  A most general risk classification is: 
"natural, financial, economic, technical, Commercial, 
political and human " (Vose, 2008). 

4.1.3 Probability and Impact definition 

Authors identify a configuration with four levels of both 
probability and impact as the most appropriate. 

Probability level can be null (0%, therefore no risk is 
present), low (1%;40%), medium (41%,70%) and high 
(71%, 90%). Percentage is just an assessment of relative 
values of percentage. 

Impact can be null (no impact related to the considered 
risk), low (impact on the project is negligible, but to 
inform project sponsor or  customer is strongly 
recommended), medium (The impact on the project is not 
negligible and it may result in inability to comply with 
project requirements or budget) and high (the impact is 
significant and it could compromise the success of the 
project). 

Risk level will be the result of impact level and probability 
as specified in Impact Matrix (par 4.3). 

4.1.4 Strategy of Risk Response 

Recommended strategies to ensure an effective risk 
management, depending on risk level are: 

 High risk: Preventive action is necessary to 
alleviate the problem. where it is not enough an 
opportune corrective action must be planned 

 Medium Risk: Preventive action may be 
necessary to mitigate the problem and the need 
for management attention too. It 'definitely 
requires at least the plan of an effective 
corrective action. 

 Low Risk: Minimal impact on cost, time or 
quality. A simple monitoring of risk is required. 

4.1.5 Risk Register 

The risk register is the document that contains all the 
information of the PRM process.  

It must contain at least this information:  

 WBS element related to the risk; 

 The description of the risk including its cause 
and effect; 

 Assessment of probability, impact and Risk level. 
In presence of preventive actions it must contain 
also the final assessment due to them. 

4.2 Identify Risk 

In this process is necessary to identify all the risks that can 
affect the result of the project. Project Manager in 

carrying out this process should involve the project team. 
It is due to ensure they can develop and maintain a sense 
of ownership and responsibility for the risk and associated 
risk response actions (PMI, 2008), (Dale F. Cooper, 2005).  

The most effective and adequate method to identify risk, 
selected by Authors, is a Group Brainstorming. It must be 
carried out by comparing each element of WBS with the 
identified risk categories (4.1.2). Refer to industry “best 
practices”, if available, can certainly make the Risk 
identification process more effective and efficient. 
Legislation, regulations, standards and laws must be taken 
into account as an input of the identification risk process. 
All the identified risks must be reported on the Risk 
register (figure 05). 

4.3 Perform Qualitative Risk Analysis 

In this process the support of project team is fundamental 
in order to ensure a correct assessment of Impact and 
probability of each considered risk. The use of the 
method of consensus ensure that the assigned value of 
Probability and impact to the generic risk element is 
shared within Project team, avoiding subsequent dispute 
during the project execution. 

Once analyzed all the identified risk (figure 05) the impact 
matrix allows to classify the risk in three categories, 
depending on the risk level (4.1.4).  

The Matrix is asymmetrical in order to ensure that high 
impact risk present at least a medium level for risk 
therefore risk with low impact present at maximum a 
medium risk level. 

 

Figure 4: Impact Matrix 

4.4 Perform Quantitative Risk Analysis 

Each of the T&Ts that will be present in this paragraph 
presents some limitation due to the dependence of the 
quantitative analysis to subjective value, and to ambiguity 
of the results. However management must consider that 
these tools are only a decision support system, therefore 
management should reflect on the results of the analysis 
before to take any kind of decision.  

Authors suggest to carry out a quantitative risk analysis 
only for those elements that present a high level of risk 
and primarily whereas the risk causes are not easily 
detectable. Availability of correlate quantitative data is 
useful to perform an adequate analysis (such as 
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benchmark, lesson learned of past projects, industrial best 
practice, etc.). 

If an element present an high risk, but the 
management knows how to handle it, in order to mitigate 
its impact or probability, no quantitative risk analysis is 
required.  

If to ward off a risk could be expensive, then,  
sensitivity analysis can be carried out in order to asses with 
good accuracy its impact on the project.  

In presence of different causes, or different 
scenarios that can affect the project in a different way,  
and a decision to manage the risk must be taken, recourse 
may be had to decision tree analysis.  

Monte Carlo analysis can provide a statistical 
analysis of project performance. It could be useful to 
calculate the time and cost contingencies. 

4.5  Plan Risk Response 

As shown in figure 05 risk response consist of four 
different strategies: 

 Avoid the risk through one or more preventive 
actions; 

 Transfer the risk through opportune insurance 
contract; 

 Mitigate risk through preventive action and /or a 
set o corrective actions to implement while the 
cause of the risk occurs; 

 Accept the risk. 

Otherwise a risk could be a positive risk, therefore in 
presence of opportunity is possible to exploit, share, 
enhance or accept the (positive) risk..  

The strategy is related to the risk level and must be 
defined on Plan Risk Management (4.1.4). 

4.6  Risk Monitoring and Control 

Monitoring of risk can be carried out during the normal 
project working progress activities. Within usual PM 
control activities further risk control can be added in 
order to ensure also an effective risk control(figure 5). 
Contingencies reserves can be useful to evaluate the 
impact of risk to the project. Depending on these two 
controls output a re-assessment of risk causes can be 
required. 

5 A real application of the proposed PRM to an 
Italian Inspection Body 

Authors are already involved in a real application of the 
proposed SMEs within an Inspection Body.  Table 1 
synthesize the customization of the Plan Risk anagement 
within the Inspection Body process. 

SMEs STANDARD INSPECTION BODY 

Project Manager Inspection Team Manager 

WBS Responsible WBS Responsible (such as 
quality manager, 

administrative office, 
experienced inspector, etc.) 

Sponsor Technical Manager 

Risk Categories: Scope, Time , 
Cost, Resource, 
Organizational, Marketability, 
Outside factor and 
Technology 

Risk Categories: Regulation 
Standard ISO/IEC 17020 
(independence, impartiality 
and integrity), Scope, Time , 
Cost, Resource, 
Organizational, Marketability, 
Outside factor and 
Technology 

Once defined: roles, responsibility and the different input 
for risk identification , the standard has been applied as it 
as been defined in the paper. The application of the 
proposed standard allows to the IB to include the PRM 
standard within the internal business process. The 
availability of a synthetic, but complete standard enable IB 
to comply with regulation standard and to consider all the 
other main risk categories.  

IB has begun to get advantages of this standard with a 
series of preventive actions that allow IB to improve in 
terms of compliance with deadlines and with quality 
standards. However  no project subject to this PRM 
process has been already completed, therefore more time 
is already required to evaluate the further benefits of the 
proposed standards on a broader class of projects. 
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Figure 5: Project Risk Management process for Small and Medium Enterprises 
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Table 2: Main Tools and Techniques available on literature 


